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Welcome to the April edition of "The

Packet," As we spring into the final stretch of
the semester, it's the perfect time to explore
the fascinating world of cybersecurity and
discover how the topics we cover relate to
your academic journey and future career
aspirations.

In this issue, we dive deep into a range of
captivating cybersecurity stories that
showcase the ever-evolving nature of the
field. Our feature article, "The Anatomy of a
Supply Chain Attack: Dissecting the XZ Utils
Backdoor," takes you on a thrilling journey
through the recent discovery of a backdoor
in the widely-used XZ Utils library. By
examining the technical aspects of the
backdoor, the attacker's methodology, and
the swift response from the Linux
community, you'll gain valuable insights into
the importance of vigilance, collaboration,
and continuous learning in the face of
emerging threats.

But that's not all — we also explore the
intriguing case of the WallEscape
vulnerability in our article "From Dorm
Rooms to Linux Servers: WallEscape and Its
Relevance to University of Arizona
Cybersecurity Students." This piece
highlights the significance of staying
informed about the latest vulnerabilities and
how studying real-world examples can
enhance your practical skills and critical
thinking abilities as aspiring cybersecurity
professionals.

For those interested in the cutting-edge
world of mobile security, our article
"iMessage and RCS Phishing: How Darcula
Targets College Students' Smartphones"
dives into the sophisticated tactics
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employed by the Darcula phishing service.
By understanding how attackers leverage
trusted communication channels like
iMessage and RCS to deliver malicious
content, you'll be better prepared to protect
yourself and your future organizations from
similar threats.

We also take a closer look at the resurgence
of the TheMoon malware in our piece
"TheMoon Returns: Unpacking the Latest
Malware Campaign Compromising Home
Routers." This article serves as an excellent
case study for understanding the
mechanisms behind complex malware
campaigns and the importance of actively
engaging with the cybersecurity community
to stay ahead of emerging threats.

So, grab a cup of coffee, find a comfortable
spot, and immerse yourself in the exciting
world of cybersecurity. We hope that the
stories and insights in this issue of "The
Packet" will inspire you to continue pursuing
your passion for this fascinating field and
help you stay one step ahead of the ever-
evolving threat landscape. Happy reading,
and best of luck as you wrap up another
successful semester!
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Cybersecurity News
Updates:

April showers bring May flowers, and every
new month brings fresh opportunities for
growth and learning in cybersecurity. As we
enter April, it's time to explore the latest
cybersecurity news and events shaping our
digital landscape. This month's issue is
packed with intriguing stories and valuable
insights that will keep you informed and
inspire you to dive deeper into the
fascinating realm of cybersecurity.

For our college students, this is an excellent
chance to stay ahead of the curve and
discover the various facets of cybersecurity
that align with your passions and career
aspirations. Whether you're interested in
network security, cryptography, or ethical
hacking, the diverse topics covered in this
issue will help you identify the areas that
resonate with you the most. As you read
through the articles, consider how you can
apply these real-world examples to your
studies and future projects.

Remember, the world of cybersecurity is
constantly evolving, and staying informed is
crucial to your success as a future
professional in this field. By keeping abreast
of the latest developments and learning from
the experiences of others, you'll be well-
equipped to tackle the challenges that lie
ahead. So, let's embrace the spirit of spring,
nurture our curiosity, and explore April's
exciting cybersecurity news updates in store
for us!

AcidPour: Understanding the
Expanded Capabilities and
Implications of the New Wiper
Malware.

AcidPour, a variant of the infamous AcidRain
wiper malware, has recently emerged from
the shadows, and its implications for the
cybersecurity landscape are profound. As
aspiring professionals in this field, it's

essential to understand the capabilities,
origins, and potential impact of such threats.
By dissecting these articles, we aim to
provide you with valuable insights that will
enhance your knowledge and ignite your
passion for tackling the challenges that lie
ahead. In the evolving cyber threat
landscape, the emergence of AcidPour, a
sophisticated variant of the notorious
AcidRain wiper malware, marks a significant
escalation in the capabilities and potential
impacts of cyber-attacks on global
infrastructure. This analysis aims to equip
aspiring cybersecurity professionals with the
knowledge to comprehend and combat such
advanced threats. By delving into the
intricacies of AcidPour, students can better
appreciate the challenges and opportunities
in the cybersecurity realm, enhancing their
readiness to secure our digital future.

Introduction to AcidPour

AcidPour represents a formidable
advancement in the lineage of wiper
malware. It can render infected systems
inoperable by erasing data from storage
devices. Its development from AcidRain
showcases a strategic enhancement in
target scope and destruction potential.
Unlike its MIPS-based predecessor, AcidPour
targets a broader range of systems,
including loT devices, networking
equipment, and Linux x86 architecture,
illustrating cybersecurity experts' need to
understand different system architectures
and their vulnerabilities comprehensively.

Technical Analysis and Capabilities

The technical facets of AcidPour are both
intriguing and alarming. The malware
leverages Linux Unsorted Block Image (UBI)
and Device Mapper (DM) logic to extend its
reach to RAID arrays, SANs, and NAS
devices, signifying a potential to inflict
extensive damage to critical data storage
infrastructures. AcidPour employs IOCTL-
based wiping mechanisms for data erasure
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and introduces a self-delete feature,

complicating detection and forensic analysis.

Its coding style, reminiscent of malware like
CaddyWiper and Industroyer 2, and direct
syscalls and inline assembly, underscores
the advanced tactics employed by threat
actors, demanding a nuanced approach to
cybersecurity defense.

Educational Implications for Cybersecurity
Students

The advent of AcidPour highlights several
key educational takeaways for cybersecurity
students:

e Continuous Learning: The evolving
nature of cyber threats necessitates
ongoing education and adaptability.
AcidPour’s emergence underscores
the importance of staying informed
about new threats and technologies.

e Technical Proficiency: In-depth
analysis of AcidPour’s technical
characteristics, such as its
architecture compatibility and wiping
techniques, equips students with
critical insights into attacker
methodologies and defense
strategies.

e Defensive Strategies: Understanding
the destructive potential of wipers
like AcidPour reinforces the need for
robust defense mechanisms,
including data backups, network
segmentation, and comprehensive
incident response plans.

e Threat Intelligence: Keeping abreast
of the latest cyber threat
developments and APT group
activities is essential for effective
cybersecurity practices.

The Historical Context of Wiper Malware

To fully grasp AcidPour's significance,
exploring the evolution of wiper malware is
crucial. From the disruptive Shamoon attack
in 2012 to the NotPetya incident in 2017, and
the AcidRain deployment before the Russian

invasion of Ukraine in 2022, the trajectory of
wiper malware reveals an ongoing cyber
arms race. Each iteration brings new lessons
on the resilience and ingenuity required to
combat these threats, with AcidPour's
emergence serving as the latest benchmark
in this evolving threat landscape.

Global Impact and Geopolitical Implications

Beyond technical considerations, AcidPour's
deployment against Ukrainian targets amidst
ongoing geopolitical tensions highlights the
increasing use of cyber weapons in
statecraft. The potential for widespread
disruption to critical infrastructure poses
profound implications for national security,
economic stability, and public safety,
emphasizing the need for cybersecurity
professionals to understand the geopolitical
context of cyber threats.

Conclusion: Shaping Future Cybersecurity
Leaders

The study of AcidPour provides
cybersecurity students with a
comprehensive lens through which to view
the complexities of modern cyber threats. By
integrating technical analysis with historical
context and geopolitical insights, future
professionals can better prepare to address
the multifaceted challenges of securing
digital infrastructure against increasingly
sophisticated threats. In doing so, they
protect critical systems and data and
contribute to the broader effort to safeguard
our interconnected world.

From Dorm Rooms to Linux
Servers: WallEscape and Its
Relevance to University of Arizona

Cybersecurity Students.

As an aspiring cybersecurity professional at
the University of Arizona, | know it is crucial
to stay informed about the latest
vulnerabilities and threats in the world of
technology. One such vulnerability, recently
discovered and dubbed "WallEscape," has
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been lurking in the Linux operating system
for over a decade. This security flaw,
identified as CVE-2024-28085, presents an
intriguing case study for students in the
University of Arizona's cyber operations
program.

The WallEscape vulnerability resides within
the "wall" command, a part of the util-linux
package found in Linux systems. It allows
unprivileged attackers to steal passwords or
manipulate targeted users' clipboards. While
the vulnerability's exploitation is limited to
specific scenarios, it is a valuable learning
opportunity for those pursuing a career in
cybersecurity.

In this article, we will delve into the details of
the WallEscape vulnerability, exploring its
impact and the conditions necessary for its
exploitation. We will also discuss how
University of Arizona cyber operations
students can benefit from studying this case
and gaining insights into Linux security,
privilege escalation, and timely system
updates. By understanding real-world
vulnerabilities like WallEscape, students can
better prepare themselves for the
challenges they may face in their future
cybersecurity roles.

What is on the wall:

The WallEscape vulnerability (CVE-2024-
28085) has been a security issue in the util-
linux package, a core component of the
Linux operating system, for over 11 years.
The vulnerability stems from the improper
handling of escape sequences in the "wall"
command, which broadcasts messages to
the terminals of all users logged into the
same system.

Exploiting this vulnerability requires two
conditions: the "mesg" utility must be active,
and the "wall" command must have setgid
permissions. When these conditions are
satisfied, an unprivileged attacker with local
access to a Linux server can leverage the
vulnerability to create fake SUDO prompts

on other users' terminals. By crafting
convincing prompts, the attacker can trick
unsuspecting users into entering their
administrator passwords, potentially granting
the attacker unauthorized access to
sensitive information or system resources.

Moreover, the WallEscape vulnerability can
also be exploited to manipulate the
clipboard contents of targeted users,
depending on the terminal emulator they are
using. This could allow an attacker to inject
malicious code or commands into the
victim's clipboard, leading to further
compromises when the user pastes the
contents unknowingly.

Why Cyber Operations Students Should
Care:

For students in the University of Arizona's
cyber operations program, understanding
vulnerabilities like WallEscape is crucial for
several reasons:

e Real-world impact: WallEscape
demonstrates how a seemingly
minor oversight in code can have
significant security implications. By
studying such vulnerabilities,
students gain insights into the real-
world consequences of software
flaws and the importance of
thorough security testing and code
review.

e Privilege escalation techniques: The
WallEscape vulnerability highlights
the concept of privilege escalation,
where an attacker exploits a flaw to
gain higher levels of access, or
permissions than initially granted.
Understanding these techniques
helps students better grasp how
attackers can manipulate systems
and how to implement effective
countermeasures.

e Linux security: As Linux is widely
used in servers, embedded systems,
and other critical infrastructure, a
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strong understanding of Linux
security is essential for aspiring
cybersecurity professionals. Studying
vulnerabilities like WallEscape
enables students to deepen their
knowledge of Linux systems,
permissions, and security best
practices.

¢ Incident response and mitigation:
By familiarizing themselves with the
WallEscape vulnerability, cyber
operations students can learn how to
identify, assess, and mitigate such
threats in real-world scenarios. This
knowledge is invaluable when
responding to security incidents or
implementing proactive security
measures.

Learning More about WallEscape and
Similar Threats:

To further their understanding of the
WallEscape vulnerability and similar threats,
University of Arizona cyber operations
students can:

e Analyze the proof-of-concept exploit
code provided by the researcher to
grasp the technical details of the
vulnerability and how it can be
exploited.

e Set up controlled lab environments
to safely replicate the vulnerability
and experiment with different
exploitation scenarios.

e Study the patch released for the util-
linux package to understand how the
vulnerability was addressed and
learn from the mitigation techniques
employed.

e Engage in discussions with peers,
instructors, and industry
professionals to share insights, ask
questions, and stay updated on the
latest developments in cybersecurity.

By delving into the WallEscape vulnerability
and its implications, University of Arizona

cyber operations students can enhance their
practical skills, critical thinking abilities, and
overall understanding of the cybersecurity
landscape. This knowledge will serve them
well as they progress in their academic
journey and prepare for careers.

The WallEscape vulnerability reminds us that
even long-standing, widely used software
components can harbor hidden security
flaws. As future cybersecurity professionals,
students in the University of Arizona's cyber
operations program must remain vigilant and
proactive in identifying, understanding, and
mitigating such vulnerabilities.

By examining the WallEscape vulnerability in
depth, students can gain valuable insights
into the complexities of Linux security, the
importance of proper input validation, and
the potential consequences of privilege
escalation attacks. The case study of
WallEscape highlights the need for a
comprehensive understanding of operating
systems, permissions, and the interplay
between various software components.

Moreover, the discovery of WallEscape
underscores the significance of continuous
learning and staying updated with the latest
security research. As new vulnerabilities
emerge and existing ones are uncovered,
aspiring cybersecurity professionals must be
prepared to adapt, analyze, and respond
effectively to evolving threats.

The University of Arizona's cyber operations
program provides students with a solid
foundation in cybersecurity principles,
techniques, and best practices. By
incorporating real-world vulnerabilities like
WallEscape into the curriculum, the program
equips students with the practical skills and
critical thinking abilities necessary to excel in
their future careers.

As students progress through their studies
and eventually enter the workforce, they will
encounter various cybersecurity challenges.
The lessons learned from studying
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vulnerabilities like WallEscape will prove
invaluable in their ability to assess risks,
implement secure systems, and contribute to
the overall security posture of their
organizations.

In conclusion, the WallEscape vulnerability is
a valuable case study for University of
Arizona cyber operations students,
highlighting the importance of continuous
learning, in-depth technical understanding,
and a proactive approach to cybersecurity.
By embracing the lessons offered by such
real-world vulnerabilities, students can forge
a path toward becoming competent, well-
rounded cybersecurity professionals ready
to tackle the challenges of an ever-evolving
threat landscape.

iMessage and RCS Phishing: How
Darcula Targets College Students'

Smartphones

In today's increasingly connected world,
cybersecurity threats are continually
evolving, and students in the University of
Arizona's cyber operations program must
stay informed about the latest risks. One
such threat is the Darcula phishing service, a
sophisticated Chinese-language Phishing-
as-a-Service (PhaaS) platform targeting
organizations and individuals in over 100
countries. As future cybersecurity
professionals, students need to understand
the tactics employed by Darcula and similar
threat actors to protect themselves and their
future organizations.

More than blood:

Darcula is a prime example of how
cybercriminals leverage advanced
technologies to carry out phishing attacks.
The platform utilizes over 20,000 phishing
domains and provides cybercriminals easy
access to branded phishing campaigns.
What sets Darcula apart from traditional
phishing methods is its use of iMessage and
RCS (Rich Communication Services) instead
of SMS to deliver phishing messages. By
exploiting these trusted communication
channels, Darcula can bypass SMS firewalls
and evade some spam filters, increasing the
likelihood of successful attacks.

The Darcula platform offers over 200
phishing templates, targeting various
organizations, including postal services,
financial institutions, government bodies,
and telecommunications companies. These
templates are designed to mimic legitimate
websites, making it difficult for unsuspecting
victims to distinguish between genuine and
malicious content. As a result, Darcula has
been used in numerous high-profile phishing
attacks, including those targeting the United
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States Postal Service (USPS) and other in the University of Arizona's cyber

global postal services. operations program can develop a deeper
understanding of the evolving cybersecurity
landscape and acquire the skills necessary
to protect against sophisticated phishing

Learning Opportunities for Cyber
Operations Students:

For students in the University of Arizona's attacks.
cyber operations program, the Darcula
threat presents a valuable learning
opportunity. By studying the tactics and
techniques employed by Darcula, students
can gain insights into the evolving landscape
of phishing attacks and develop strategies to
defend against them. Some key areas for
students to focus on include:

As future cybersecurity leaders, students
must stay vigilant, continuously update their
knowledge, and collaborate with their peers
to develop innovative solutions to emerging
threats. By doing so, they will be well-
equipped to safeguard their future
organizations and contribute to the overall
security of the digital world.

e Understanding the Phishing-as-a-
Service (PhaaS) model and how it
enables cybercriminals to launch
sophisticated attacks with minimal
technical knowledge.

e Analyzing the use of iMessage and —
RCS in phishing attacks and
developing countermeasures to
detect and prevent these types of
threats.

e Exploring the role of end-to-end
encryption in both protecting user
privacy and potentially enabling
cybercriminals to evade detection.

e Studying the techniques used by

Darcula to create convincing ema— ¢
phishing templates and learning how R ..‘m//
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to identify and report suspicious
messages.

e Collaborating with peers and
instructors to develop innovative
solutions and best practices for
combating evolving phishing threats
like Darcula.

Conclusion:

The Darcula phishing service represents a
significant threat to individuals and
organizations worldwide, and the next
generation of cybersecurity professionals
needs to be prepared to face such
challenges. By studying the tactics and

techniques employed by Darcula, students
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TheMoon Returns: Unpacking the
Latest Malware Campaign
Compromising Home Routers - A
Guide for UA Cybersecurity

Students

As aspiring cybersecurity professionals,
staying informed about the latest threats in
the ever-evolving digital landscape is crucial.
Today, we'll dive into a recent malware
campaign that has compromised thousands
of ASUS routers worldwide and explore what
lessons we can learn from this incident.

TheMoon, a malware botnet first identified in
2014, has resurfaced with a new variant
targeting vulnerable SOHO routers and loT
devices. In a mere 72 hours, an astonishing
6,000 ASUS routers across 88 countries fell
victim to this latest attack. The infected
devices are being used as proxies for the
"Faceless" proxy service, which allows
cybercriminals to anonymize their malicious
activities.

Understanding the inner workings of such
threats is essential to developing effective
strategies to combat them. As students in
the University of Arizona's prestigious Cyber
Operations program, we'll examine the
technical details of the TheMoon malware,
its connection to the Faceless proxy service,
and the steps you can take to protect
yourself and others from similar attacks.

So, let's sharpen our cybersecurity skills and
explore this fascinating case study
together!".

Breakdown:

The resurgence of the TheMoon malware
poses a significant threat to cybersecurity,
particularly for users of ASUS routers. The
malware exploits vulnerabilities in outdated
firmware to infect devices and incorporate
them into a botnet, which is then used to
provide anonymous proxying services for
cybercriminals.

The latest TheMoon campaign, as observed
by Black Lotus Labs, targeted over 6,000
ASUS routers in just 72 hours, infecting
devices across 88 countries. The malware
checks for specific shell environments, sets
up iptables rules to secure the compromised
device from external interference, and
communicates with a command and control
(C2) server to receive further instructions.

One of the most concerning aspects of this
campaign is its connection to the "Faceless"
proxy service. Cybercriminals can pay to
route their malicious traffic through the
infected devices, making it harder for
authorities to trace their activities. Malware
operations such as IcedID and SolarMarker
have already used this service.

As Cyber Operations students,
understanding the mechanisms behind such
threats is crucial for several reasons:

o Developing effective
countermeasures: By studying the
techniques used by malware like
TheMoon, you can develop
strategies to detect, prevent, and
mitigate such attacks. This
knowledge will be invaluable in your
future cybersecurity career.

e Protecting personal and
organizational assets: As a
cybersecurity professional, you
safeguard sensitive data and
systems. Familiarizing yourself with
cybercriminals' tactics will help you
better defend against them.

e Staying ahead of emerging threats:
Cybersecurity is an ever-evolving
field, with new threats constantly
emerging. By closely following and
analyzing incidents like the TheMoon
campaign, you'll be better prepared
to tackle future challenges.

e Enhance your problem-solving
skills: Dissecting complex malware
campaigns requires critical thinking,
attention to detail, and connecting
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seemingly disparate pieces of
information. These skills are essential
for success in the cybersecurity
industry.

To learn more about threats like TheMoon,
Cyber Operations students can:

e Stay updated on cybersecurity news
and research papers.

e Participate in hands-on labs and
simulations that replicate real-world
scenarios.

e Engage in discussions with faculty
and peers to share insights and
experiences.

e Attending conferences and
workshops to learn from industry
experts.

e Contribute to open-source
cybersecurity projects and
collaborate with the global
community.

By actively engaging with the cybersecurity
community and continuously expanding your
knowledge, you'll be well-prepared to tackle
the challenges posed by threats like
TheMoon and make a meaningful impact.

The Anatomy of a Supply
Chain Attack: Dissecting the
XZ Utils Backdoor

XZ Utils is a fundamental open-source data
compression library crucial to the Linux
ecosystem. Its efficient compression and
decompression capabilities are essential for
managing storage and speeding up file
transfers. Utilizing the LZMA compression
algorithm, XZ Utils achieves high
compression ratios with quick
decompression speeds, making it a vital tool
across most major Linux distributions like
Ubuntu, Fedora, and Debian. Its ubiquitous
presence means that software intended for
these platforms can depend on the version
of XZ Utils installed, enhancing distribution
efficiency and minimizing storage
requirements.

For cybersecurity students, grasping XZ
Utils' role in Linux is indispensable. Given
Linux's extensive application across servers,
workstations, embedded systems, and
mobile phones, cybersecurity professionals
are bound to encounter Linux environments.
Thus, understanding tools like XZ Utils is
pivotal for these systems' effective
navigation and security. Insight into data
compression and its application in package
management can shed light on potential
vulnerabilities, aiding in security incident
investigations. The open-source model of XZ
Utils serves as an intriguing study into the
dynamics of community-driven software
projects, which thrive on global
collaboration. This model fosters rapid
innovation and introduces security
challenges in safeguarding popular software
libraries.

Supply Chain Attacks Explained:

Supply chain attacks target the software
development and distribution process to
compromise software before it reaches end-
users. Attackers may exploit vulnerabilities in
the software's components, injecting
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malicious code into a widely-used element
to compromise countless users reliant on
that software. These attacks are particularly
dangerous as they leverage the trust
between software providers and users.
When compromised software from a trusted
source is installed, traditional security
measures may be bypassed, allowing
attackers undetected access to target
systems.

Understanding supply chain attacks is vital
for cybersecurity students. Software
development's growing complexity and
interconnectivity heighten the risk of these
attacks. Professionals must identify
vulnerabilities, evaluate attack impacts, and
devise mitigation strategies. Analyzing
incidents like the XZ Utils backdoor offers
insights into attacker methods, including
how they exploit trust, obfuscate activities,
and avoid detection. Such knowledge is
critical for creating effective defense and
response strategies.

Broader Implications and Cybersecurity
Leadership:

The implications of supply chain attacks
extend beyond immediate users to affect the
entire connected ecosystem. The case of
the XZ Utils backdoor underscores the
potential widespread impact due to the
library's extensive use across Linux
distributions. Recognizing the scope of these
attacks highlights the importance of
collective efforts in securing the software
development lifecycle, advocating for
thorough code reviews, maintainer vetting,
and automated security tools to forestall
malicious code injections.

As the threat landscape evolves,
understanding supply chain attacks
becomes increasingly crucial. By delving into
these attacks, cybersecurity students
prepare to defend against this escalating
threat, contributing to a safer software
ecosystem for everyone.

The Curious Case of Slow SSH Logins

The XZ Utils backdoor story begins with a
mystery. Andres Freund, a software engineer
at Microsoft, found himself puzzled by a
peculiar issue: SSH logins on a Linux box
running Debian Sid were inexplicably slow.
As any seasoned developer would, Andres
set out to investigate the cause of this
anomaly.

Andres Freund: The Backdoor Detective

Andres Freund is no stranger to the inner
workings of Linux systems. As a software
engineer at Microsoft, he's well-versed in the
intricacies of operating systems and the
challenges of maintaining secure and
efficient software. His keen eye for detail
and his tenacity in pursuing the root cause of
the slow SSH logins would soon prove
invaluable.

Tracing the Culprit: A Journey Through the
Code

Determined to get to the bottom of the
issue, Andres began a meticulous
examination of the system. His investigation
led him to the XZ Utils package, where he
discovered something peculiar: the latest
versions of the library, 5.6.0 and 5.6.1,
contained a suspicious piece of code that
seemed out of place.

Andres realized this was no ordinary bug or
performance issue as he dug deeper. The
code he had stumbled upon was, in fact, a
cleverly disguised backdoor. The
implications were staggering: this widely
used library, trusted by countless Linux users
and distributions, had been compromised.

Uncovering the Extent of the Compromise

With the backdoor identified, Andres is set to
understand its full scope and potential
impact. He discovered that the malicious
code had been introduced by a contributor
named Jia Tan, who had managed to gain
maintainer access to the XZ Utils project.
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Further analysis revealed that the backdoor
was designed to bypass SSH authentication,
granting remote attackers complete access
to compromised systems. The severity of the
issue was clear: any Linux distribution that
included the tainted versions of XZ Utils was
potentially vulnerable to attack.

Raising the Alarm: Coordinated Disclosure

Armed with this knowledge, Andres knew he
had to act quickly. He contacted the
maintainers of the affected Linux
distributions, including Fedora, Debian,
openSUSE, Kali, and Arch Linux, to
coordinate a response and ensure that users
were protected.

Thanks to Andres' swift action and the Linux
community's rapid response, the
compromised XZ Utils versions were quickly
identified, and users were advised to
downgrade to a safe version of the library.
Crisis management teams worked around
the clock to assess the potential impact and
develop mitigation strategies.

A Close Call and a Valuable Lesson

The XZ Utils backdoor incident is a stark
reminder of the challenges and risks
inherent in the open-source software
ecosystem. It underscores the importance of
vigilance, collaboration, and rapid response
to security threats.

Without Andres Freund's curiosity and
dedication, the backdoor might have gone
undetected for much longer, potentially
leading to widespread compromises. His
actions and the swift response of the Linux
community undoubtedly helped to avert
what could have been a far more severe
security crisis.

For cybersecurity students, the XZ Utils
backdoor incident is a powerful case study
in the importance of thorough investigation,
attention to detail, and collaboration in the
face of security threats. It highlights the
critical role that individuals like Andres

Freund play in maintaining the security and
integrity of the software we all rely on.

A Maze of Code: Navigating the Backdoor's
Complexity

Diving into the technical details of the XZ
Utils backdoor is like navigating a maze filled
with twists, turns, and hidden passages. The
malicious code is cleverly disguised, making
it challenging to detect and understand at
first glance. But fear not! We'll break it down
step by step, unraveling the complexities
and shedding light on how this backdoor
operates.

The Backdoor's Hiding Spot: A Game of
Hide and Seek

One of the first things to note about the XZ
Utils backdoor is its stealthy nature. The
malicious code isn't easily spotted in the
project's public GitHub repository. Instead,
it's hidden away in the source code tarballs,
which are compressed archive files
containing the library's source code. This
sneaky approach allows the backdoor to
evade detection during casual code reviews,
making it more difficult for security
researchers to spot.

Imagine the backdoor as a hidden
compartment within a seemingly ordinary
object. Just like a secret drawer in a desk or
a false bottom in a suitcase, the backdoor is
tucked away, waiting to be discovered by
those who know where to look.

The Injection Process: A Multistage
Operation

The backdoor's injection process is a
complex, multistage operation with several
moving parts. It's like an elaborate heist
movie, where each step must be executed
flawlessly to achieve the desired outcome.

e Stage 1: The Setup

The first stage of the injection process
involves the use of IFUNCs, which are a
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special type of function in the C
programming language. IFUNCs allow for
the creation of multiple versions of a
function, with the appropriate version being
selected at runtime based on certain
conditions.

In the case of the XZ Utils backdoor, the
attacker uses IFUNCs to lay the groundwork
for the malicious code injection. It's like
setting the stage for a performance,
ensuring all the necessary components are
in place before the main act begins.

e Stage 2: The Prop

The next stage involves including an
obfuscated shared object file, which is
hidden within the source code tarball. This
shared object file is like a secret prop that
the attacker will use later in the injection
process.

Obfuscation is a technique used to make
code difficult to understand, like a secret
code or a cipher. By obfuscating the shared
object file, the attacker makes it harder for
security researchers to analyze and identify
the malicious code.

e Stage 3: The Extraction

During the build process of the XZ Utils
library, a script is triggered that extracts the
obfuscated shared object file. This script is
like a magician's assistant, working behind
the scenes to prepare the malicious code for
injection.

The script itself is not included in the
project's public GitHub repository, adding
another layer of concealment to the
backdoor's operation.

e Stage 4: The Injection

With the obfuscated shared object file
extracted and ready, the final stage of the
injection process begins. The shared object
file is compiled into the XZ Utils library,
specifically into a component called liblzma.

Once compiled, the malicious code within
the shared object file can interfere with the
library's normal operation. It's like a foreign
substance being introduced into a system,
ready to cause harm.

The Backdoor's Functionality: Hijacking the
Authentication Process

So, what does the XZ Utils backdoor actually
do? In essence, it hijacks the authentication
process of the Secure Shell (SSH) protocol,
which is commonly used for remote access
to Linux systems.

The backdoor specifically targets the
RSA_public_decrypt function within the SSH
daemon (sshd). This function is responsible
for verifying the authenticity of SSH client
connections.

By interfering with this function, the
backdoor can bypass the normal
authentication process and grant
unauthorized access to attackers. It's like a
thief who has managed to obtain a master
key, allowing them to bypass the lock on
your front door and enter your home without
permission.

The backdoor achieves this by replacing the
legitimate RSA_public_decrypt function with
a malicious version that extracts a command
from the attacker's SSH client certificate.
This command is then passed to the system()
function, which executes it on the
compromised system.

In simpler terms, the backdoor allows
attackers to remotely control the affected
system, executing any commands they
desire. It's like giving a stranger the ability to
control your computer from afar, without
your knowledge or consent.

The Consequences: A Potential
Catastrophe

The implications of the XZ Utils backdoor
are severe. Any Linux system that includes
the compromised versions of the library

APRIL 2024




PACKET

(5.6.0 and 5.6.1) and has SSH access
exposed to the internet is potentially
vulnerable to attack.

If left undetected and unpatched, the
backdoor could have allowed attackers to
gain unauthorized access to countless Linux
servers, workstations, and devices
worldwide. The potential scale of the
damage is staggering, making the discovery
and swift response to the backdoor all the
more critical.

Imagine a world where every lock on every
door suddenly stopped working, allowing
thieves to enter any home or building they
desired. That's the kind of chaos and
destruction that the XZ Utils backdoor could
have caused if it had remained hidden.

A Wolf in Sheep's Clothing: The Art of
Social Engineering

The XZ Utils backdoor incident is a prime
example of how social engineering tactics
can be used to infiltrate and compromise
open-source software projects. The attacker,
operating under the pseudonym "Jia Tan,"
employed a sophisticated strategy to gain
the trust of the XZ Utils community and
ultimately introduce malicious code into the
widely-used library.

At its core, social engineering is the art of
manipulating people into divulging sensitive
information or taking actions that
compromise security. In the context of open-
source software development, social
engineering often involves establishing a
false sense of trust and credibility within the
community, allowing the attacker to gain
access to project resources and influence
development decisions.

The Attacker's Patience: A Long-Term
Strategy

One of the most striking aspects of the XZ
Utils attack is the patience and persistence
demonstrated by the attacker. "Jia Tan" didn't
simply appear out of nowhere and

immediately attempt to inject malicious code
into the project. Instead, the attacker played
the long game, gradually building trust and
credibility within the XZ Utils community
over an extended period.

The attack began nearly two years before
the backdoor was discovered, when "Jia
Tan" first created a GitHub account and
started contributing to various open-source
projects. This initial phase was likely
designed to establish a track record of
legitimate contributions and interactions,
making the attacker appear to be a genuine
and trustworthy member of the open-source
community.

Imagine a spy movie where the protagonist
spends years infiltrating an organization,
slowly climbing the ranks and gaining the
trust of their colleagues before finally
executing their mission. That's essentially
what "Jia Tan" did, but in the context of
open-source software development.

The Power of Small Contributions: Building
Trust One Commit at a Time

Over time, "Jia Tan" began to focus their
efforts on the XZ Utils project, submitting a
series of small but meaningful contributions.
These contributions included bug fixes,
performance improvements, and other
enhancements that demonstrated the
attacker's technical proficiency and
commitment to the project.

Each contribution served as a building block,
gradually establishing "Jia Tan" as a valued
member of the XZ Utils community. Like a
painter adding brushstrokes to a canvas, the
attacker crafted a portrait of themselves as a
dedicated and skilled developer, someone
who could be trusted with greater
responsibilities within the project.

The Turning Point: Gaining Commit Access
and Maintainer Status

As "Jia Tan" continued to contribute to the
XZ Utils project, they began to request and
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receive increased permissions within the
project's repository. This is a common
practice in open-source development, where
contributors who have demonstrated their
value and trustworthiness are often granted
greater access and responsibilities.

In the case of XZ Utils, "Jia Tan" was first
granted commit access, allowing them to
make changes to the project's codebase
without requiring approval from other
maintainers. This was a significant milestone
in the attacker's journey, as it provided them
with the ability to influence the development
of the library directly.

But the attacker didn't stop there. They
continued to contribute and engage with the
community, further solidifying their
reputation as dedicated and reliable team
members. Eventually, "Jia Tan" was granted
maintainer status, giving them even greater
control over the project's direction and
codebase.

The Backdoor's Insertion: Exploiting Hard-
Earned Trust

With commit access and maintainer status
secured, "Jia Tan" was now in a position to
execute the final stage of their plan: inserting
the backdoor into the XZ Utils library. The
attacker carefully crafted a series of
seemingly innocuous changes that, when
combined, introduced the malicious code
into the project.

The backdoor's insertion was a masterclass
in stealth and deception. "Jia Tan" used a
combination of obfuscation techniques and
clever misdirection to hide the malicious
code from casual review. They also exploited
their hard-earned trust within the community
to push the changes through without raising
suspicion.

It's like a magician's sleight of hand, where
the audience is distracted by a flourish of
movement while the real trick is happening

elsewhere. In this case, the XZ Utils
community was focused on the apparent
value of "Jia Tan's" contributions, while the
attacker was quietly slipping the backdoor
into the codebase.

The Importance of Code Review and
Maintainer Vetting

The XZ Utils backdoor incident highlights
the critical importance of rigorous code
review and maintainer vetting processes in
open-source projects. While the open-
source model has many advantages,
including increased transparency and
collaboration, it also presents unique
challenges when it comes to maintaining the
security and integrity of the codebase.

Code review is the process of having other
developers examine and critique changes to
the codebase before they are merged into
the main project. This serves as a critical
safeguard against both accidental bugs and
intentional vulnerabilities, like the XZ Utils
backdoor.

However, the effectiveness of code review is
dependent on the diligence and expertise of
the reviewers. In the case of XZ Utils, the
backdoor was cleverly disguised and
inserted piecemeal over time, making it
more difficult to detect through casual
review.

This underscores the need for thorough,
systematic code review processes that can
identify and flag subtle or complex
vulnerabilities. It also highlights the
importance of having a diverse set of
reviewers with a range of expertise and
perspectives, as different individuals may be
more likely to spot different types of issues.

In addition to code review, maintainer vetting
is another critical aspect of open-source
security. Maintainers are trusted with
significant control over the project's
codebase and direction, so it is essential to
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ensure that they are trustworthy and act in
the best interests of the community.

The XZ Utils incident demonstrates how a
skilled attacker can exploit the trust-based
nature of open-source development to gain
maintainer status and introduce malicious
code. This suggests a need for more
rigorous vetting processes for maintainers,
including background checks, peer reviews,
and ongoing monitoring of their activities.

The attacker's methodology in the XZ Utils
backdoor incident is a sobering reminder of
the vulnerabilities inherent in the open-
source software development model. By
exploiting the trust and goodwill of the
community, the attacker was able to
introduce a serious vulnerability into a
widely-used library, potentially
compromising the security of countless
systems.

Swift Action: The Linux Community's
Response

Once the XZ Utils backdoor was discovered,
the Linux community sprang into action to
mitigate the risk posed by the compromised
library. The response was swift and
coordinated, involving developers,
maintainers, and security experts from
across the open-source ecosystem.

The first step was to quickly identify and
isolate the affected versions of the XZ Utils
library. This involved a thorough analysis of
the codebase, as well as a review of the
project's release history and distribution
channels. By pinpointing the specific
versions that contained the backdoor, the
community was able to focus its mitigation
efforts and prevent further spread of the
vulnerability.

Next, the community worked to develop and
distribute patched versions of the library that
removed the malicious code. This required
close collaboration between the XZ Utils
maintainers, downstream distributors, and

security teams to ensure that the patches
were effective and could be quickly
deployed to affected systems.

In addition to patching the library itself, the
community also took steps to alert users and
provide guidance on how to identify and
mitigate the risk posed by the backdoor. This
included publishing security advisories,
updating documentation, and engaging with
users through mailing lists, forums, and
social media channels.

Throughout the process, the Linux
community demonstrated the power of
open-source collaboration and the
importance of having established processes
and channels for responding to security
incidents. By working together quickly and
transparently, the community was able to
limit the impact of the backdoor and protect
users from potential harm.

Preventing Future Attacks: Lessons
Learned

While the swift response to the XZ Utils
backdoor was commendable, the incident
also highlighted the need for proactive
measures to prevent similar attacks in the
future. Here are some key lessons and
practical advice for detecting and preventing
supply chain attacks:
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1. Strengthen code review processes:
As discussed earlier, rigorous code
review is essential for detecting and
preventing the introduction of
malicious code. Open-source
projects should establish clear
guidelines and best practices for
code review, including the use of
automated tools, multiple reviewers,
and focused reviews for high-risk
changes.

2. Implement security testing: In
addition to manual code review,
projects should also implement
automated security testing to identify
potential vulnerabilities and
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weaknesses in the codebase. This
can include static analysis, dynamic
analysis, and penetration testing,
among other techniques.

3. Establish secure development
practices: Open-source projects
should adopt secure development
practices, such as using secure
coding standards, implementing
access controls, and following the
principle of least privilege. This can
help reduce the risk of vulnerabilities
being introduced inadvertently or
through social engineering.

4. Vet and monitor maintainers: As the
XZ Utils incident demonstrated,
attackers may seek to gain
maintainer status in order to
introduce malicious code. Projects
should establish rigorous vetting
processes for maintainers, including
background checks, peer reviews,
and ongoing monitoring of their
activities.

5. Use secure distribution channels:
Projects should ensure that their
distribution channels, such as
websites, package repositories, and
update mechanisms, are secure and
resistant to tampering. This can
include using digital signatures,
secure protocols, and regular
security audits.

6. Foster a culture of security: Finally,
open-source projects should foster a
culture of security that values
transparency, collaboration, and
continuous improvement. This
includes encouraging the reporting
of vulnerabilities, providing resources
and support for security research,
and promoting security education
and awareness among developers
and users.

By implementing these practices and
learning from incidents like the XZ Utils
backdoor, the open-source community can

better detect and prevent supply chain
attacks, ensuring the security and integrity of
the software that powers our digital world.

Conclusion

The XZ Utils backdoor incident is a powerful
case study of the challenges and
opportunities of open-source software
security. It highlights the risks posed by
supply chain attacks, the importance of
rigorous code review and maintainer vetting,
and the power of open-source collaboration
in responding to security incidents.

We cybersecurity students and professionals
have much to learn from this incident. It
demonstrates the need for constant
vigilance, proactive security measures, and a
commitment to continuous improvement in
the face of evolving threats.

But it also showcases the strength and
resilience of the open-source community.
The swift and coordinated response to the
XZ Utils backdoor is a testament to the
power of transparency, collaboration, and
shared responsibility at the heart of open-
source development.

As we move forward, we must continue to
study and learn from incidents like the XZ
Utils backdoor. We must apply the lessons
learned in practice, implementing secure
development practices, rigorous code
review processes, and robust incident
response capabilities.

At the same time, we must engage in
ongoing education and skills development
to stay ahead of the ever-evolving threat
landscape. This includes exploring additional
resources, such as security blogs,
conferences, and training materials, and
engaging in hands-on learning through
coding projects, capture-the-flag exercises,
and other practical activities.
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Ultimately, the security of our digital world
depends on the collective efforts of
developers, maintainers, security
researchers, and users working together to
identify and mitigate risks. The XZ Utils
backdoor incident is a powerful reminder of
the challenges we face, as well as the
strength and resilience of the open-source
community in the face of adversity.

As the next generation of cybersecurity
professionals, we must take up this mantle
and continue the fight for a more secure and
trustworthy digital ecosystem. Let us learn
from the past, embrace the present
challenges, and work together to build a
safer and more resilient future for all.
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