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Welcome to the January 2024 edition 

of The Packet, and a Happy New Year! As 
we embark on the Spring semester, we're 
thrilled to welcome you to an exciting 
journey of learning and discovery. "The 
Packet," your new go-to source for 
cybersecurity, enhances your educational 
experience and prepares you for the 
challenges ahead. 

 

The Future Defenders: Embracing 
Cybersecurity Education 

Cybersecurity has never been more crucial 
in a world increasingly dependent on digital 
infrastructure. As future defenders of this 
ever-evolving landscape, your education in 
this field is not just a pathway to a career; it's 
a commitment to global security and 
innovation. "The Packet" is designed to be 
your companion in this vital endeavor, 
bringing you the latest insights and 
developments in cybersecurity. 

 

Beyond the Classroom: Stories, Trends, 
and Research 

We understand that authentic learning 
extends beyond the classroom walls. That's 
why "The Packet" will feature a selection of 
recent, impactful cybersecurity stories – 
stories that may have slipped under the 
radar but are essential in shaping our 
understanding of the digital world. More 
importantly, these stories will be presented 
with an extended take from your 
perspective, the students, who represent 
this field's fresh and future-thinking minds. 

Staying updated with trends and activities in 
cybersecurity is critical to developing a well-
rounded understanding of the global threat 
picture. "The Packet" aims to be your 
window to these trends, offering insights and 

analysis that will keep you ahead of the 
curve. 

A Community of Cybersecurity Scholars 

One of our primary goals with "The Packet" 
is to foster community among our Cyber 
Operations students and the broader 
cybersecurity fraternity. To this end, we 
encourage you to submit your research 
papers, project reports, and articles. This 
platform is not just about receiving 
information; it's about sharing knowledge, 
experiences, and ideas. Your contributions 
will earn recognition and enrich our 
collective understanding and cooperation in 
cybersecurity. 

 

Join Us on This Journey 

As we launch this exciting initiative, we invite 
you to participate actively in "The Packet." 
Whether reading, contributing, or engaging 
in discussions, your participation will make 
this more than just a publication – it will be a 
living, thriving hub of cybersecurity 
knowledge and community spirit. 

Let's embark on this journey together, ready 
to learn, explore, and contribute. Here's to a 
semester of growth, discovery, and shared 
success in cybersecurity! 

 

Welcome Back, 

Michael Galde 
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Cybersecurity News 
Updates:  
As we step into January, it's crucial to look 
ahead and reflect on the recent events of 
the recent past. In this edition, we dive into 
the captivating world of cybersecurity events 
from December 2023. This retrospective 
view is not just about staying informed; it's 
an opportunity to analyze and understand 
the implications of these events on our 
digital lives. Each story is a piece of the giant 
puzzle, helping us build a robust 
understanding of the cybersecurity 
landscape. By reflecting on these 
developments, our students can engage 
more deeply with the real-world context of 
their studies and prepare themselves for the 
challenges and opportunities in 
cybersecurity. 

5GHOUL Revealed: Critical Flaws 
in 5G Chipsets. 
The "5GHOUL: Unleashing Chaos on 5G 
Edge Devices" report addresses critical 
vulnerabilities in 5G network modems used 
in smartphones and other devices. These 
vulnerabilities, identified as 5GHOUL, pose 
significant security risks, allowing potential 
attackers to disrupt or access 5G networks. 
The report reveals 14 specific vulnerabilities 
and emphasizes securing 5G networks. 
Understanding and addressing these issues 
is crucial for maintaining the security and 
reliability of 5G technology, which is 
increasingly integral to our digital lives. For a 
cyber operations student interested in 
gaining more knowledge in the area 
highlighted by the "5GHOUL: Unleashing 
Chaos on 5G Edge Devices" report, here are 
a few steps to consider: 

• Study Network Security 
Fundamentals: Understanding the 
basics of network security, including 
encryption, authentication, and 
security protocols, is crucial. 
Consider CYBV 326 - Introduction 

Methods of Networking Analysis 
(Class Number: 67514) 

• Learn About 5G Technology: 
Familiarize yourself with 5G 
technology, its architecture, and how 
it differs from previous generations. 
Consider CYBV 479 Wireless 
Networking and Security with 
Professor Khester Kendrick 

• Research Vulnerability 
Assessment: Study how 
vulnerabilities are discovered, 
assessed, and reported. 
Understanding the principles of 
ethical hacking and penetration 
testing can be helpful. 

• Networking with Professionals: 
Join forums or groups where 
cybersecurity professionals discuss 
current issues and share knowledge. 

• Read Technical Reports and 
Papers: Besides the 5GHOUL report, 
read other technical reports and 
research papers to deepen your 
understanding of the field. 

This combination of theoretical 
knowledge, practical skills, and keeping 
abreast of current developments will 
provide a solid foundation for 
understanding and contributing to cyber 
operations, particularly in areas related 
to 5G security. 

 

 

 

 

 

 

https://asset-group.github.io/disclosures/5ghoul/5ghoul.pdf
https://asset-group.github.io/disclosures/5ghoul/5ghoul.pdf
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APT28 in Focus: Analyzing 
Fighting Ursa's Strategic Cyber 
Campaigns. 
The article "Fighting Ursa AKA APT28: 
Illuminating a Covert Campaign," presented 
by Unit 42, delves into the sophisticated 
cyber operations of Fighting Ursa, a group 
identified with Russia's military intelligence. 
As future cyber professionals, understanding 
this case study is crucial for grasping real-
world cyber threat dynamics. Here are the 
core insights: 

• CVE-2023-23397 Exploit: Ukrainian 
researchers discovered that Fighting 
Ursa exploited a zero-day 
vulnerability in Microsoft Outlook that 
did not require user interaction. This 
exploit, key to their operations, 
underlines the importance of 
identifying and patching 
vulnerabilities in software. 

• Global Scope of Operations: Over 
20 months, Fighting Ursa targeted 
about 30 organizations in 14 
countries, primarily NATO members. 
This global reach demonstrates the 
extent to which state-sponsored 
actors can operate, emphasizing the 
geopolitical aspects of cyber 
operations. 

• Sectoral Focus: Targets included 
entities in energy, transportation, and 
various governmental sectors. This 
selection reflects the strategic intent 
to disrupt or gather intelligence from 
critical infrastructure and government 
entities. 

• Tactics and Techniques: The group 
used NTLM relay attacks for 
exploitation, showcasing advanced 
techniques in cyber espionage. 
Understanding such tactics is vital for 
developing effective cyber defense 
strategies. 

• Persistence and Adaptation: 
Fighting Ursa continued their 

campaigns despite their exposed 
tactics, highlighting the persistence 
and adaptability of advanced 
persistent threats (APTs). 

• Response and Protection: The 
article stresses the urgency for 
organizations, especially those using 
Microsoft Outlook, to patch 
vulnerabilities and adopt secure 
configurations. It underscores the 
continuous need for vigilance and 
proactive cybersecurity measures. 

For cyber operations students interested 
in deepening their understanding of 
topics like the Fighting Ursa campaign 
and state-sponsored cyber threats, here 
are some recommendations: 

• Follow Industry Reports and 
Publications: Regularly read 
cybersecurity reports from 
credible sources like Unit 42 
(Palo Alto Networks), FireEye, 
Kaspersky Lab, Symantec, and 
the Cybersecurity and 
Infrastructure Security Agency 
(CISA). These reports provide 
insights into advanced threat 
actors' latest threats, tactics, and 
techniques. 

• Study Cyber Threat 
Intelligence (CTI): Learn about 
CTI methodologies to understand 
how to gather, analyze, and apply 
information about cyber threats 
and actors. This will help in 
identifying, assessing, and 
mitigating cyber threats 
effectively. Consider CYBV 435 
Cyber Threat Intelligence with 
Professor Michael Benson.  

• Take Advanced Cybersecurity 
Courses: Enroll in courses 
focusing on network security, 
ethical hacking, penetration 
testing, and digital forensics. 
Many universities and online 

https://unit42.paloaltonetworks.com/russian-apt-fighting-ursa-exploits-cve-2023-233397/
https://unit42.paloaltonetworks.com/russian-apt-fighting-ursa-exploits-cve-2023-233397/
https://www.nato.int/
https://www.secureauth.com/blog/what-is-old-is-new-again-the-relay-attack/
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platforms offer specialized 
courses in these areas. Consider 
CYBV 436 Counter Cyber Threat 
Intelligence with Professor Harry 
Cooper or CYBV 477 Advanced 
Computer Forensics with 
Professor Ryan Irving 

• Participate in Cybersecurity 
Competitions and CTFs: 
Engage in Capture the Flag (CTF) 
competitions and cybersecurity 
challenges. These events provide 
practical experience in dealing 
with real-world security scenarios 
and threats. Consider joining the 
Cyber Saguaros, the 
Cybersecurity Discord Student 
organization.  

• Network with Professionals: 
Join cybersecurity forums, attend 
conferences, and engage in 
communities like DEF CON, RSA 
Conference, or local 
cybersecurity meetups. 
Networking with professionals 
can provide valuable insights and 
career guidance. 

• Understand Legal and Ethical 
Aspects: Familiarize yourself with 
cybersecurity's legal and ethical 
considerations. Understanding 
the boundaries of legal hacking 
is crucial in this field. Consider 
CYBV 329 Cyber Ethics with 
Professor Peter Obitade.  

• Research Historical Cyber 
Incidents: Study past major 
cyber incidents and breaches to 
understand attack vectors, 
consequences, and effective 
responses. 

Beyond Mythology: Krasue, The 
Linux Trojan Haunting Thai 
Networks 
The "Curse of the Krasue" article discusses a 
significant cybersecurity threat: a Linux 

Remote Access Trojan (RAT) named Krasue, 
primarily targeting telecommunications 
companies in Thailand. Uncovered by 
Group-IB's Threat Intelligence unit and first 
identified in 2021, this malware is 
distinguished by its ability to grant remote 
attackers access to infected systems. Krasue 
incorporates several stealth mechanisms, 
including embedded rootkits for different 
Linux kernel versions, and employs 
advanced evasion tactics like hooking 
system calls and using Real-Time Streaming 
Protocol (RTSP) messages for 
communication. Its capability to maintain 
prolonged access to host networks makes it 
a formidable threat. As identified by Group-
IB researchers, the malware's similarities 
with the XorDdos Linux Trojan suggest 
shared origins or code. Given its 
sophistication and targeted nature, Krasue 
exemplifies the evolving landscape of 
cybersecurity threats and underscores the 
need for heightened vigilance and robust 
defense strategies, especially in targeted 
sectors and regions. 

For a cyber operations student interested in 
the topic of advanced cyber threats like the 
Krasue Linux Trojan, there are several steps 
you can take to become more informed and 
skilled in this field: 

• Deepen Technical Knowledge: 
Focus on understanding Linux 
systems deeply, as many threats like 
Krasue target Linux servers. Learn 
about network protocols, system 
administration, and kernel module 
programming to understand how 
RATs operate and hide within 
systems. Consider CYBV 302 Linux 
Security Essentials with Professor 
Ryan Irving.  

• Engage in Hands-On Learning: 
Participate in Capture the Flag (CTF) 
competitions and cybersecurity 
challenges, often containing 
scenarios simulating real-world 
cyber-attacks. Use platforms like 

https://defcon.org/
https://www.rsaconference.com/
https://www.rsaconference.com/
https://www.cactuscon.com/
https://www.cactuscon.com/
https://www.group-ib.com/blog/krasue-rat/
https://unit42.paloaltonetworks.com/new-linux-xorddos-trojan-campaign-delivers-malware/
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Hack the Box, VulnHub, and 
OverTheWire for practical, hands-on 
cybersecurity exercises. Consider 
joining the Cyber Saguaros, the 
Cybersecurity Discord Student 
organization.  

• Study Malware Analysis: Take 
online malware analysis and reverse 
engineering courses. Websites like 
Cybrary, Coursera, and Udemy offer 
courses tailored to different expertise 
levels. Familiarize yourself with tools 
used in malware analysis, such as 
IDA Pro, Binary Ninja, Ghidra, 
Wireshark, and Metasploit. Consider 
CYBV 454 Malware Threats & 
Analysis with me, Professor Galde.  

• Learn from Case Studies and 
Research Papers: Read detailed 
case studies and research papers on 
recent cyber-attacks and threats. 
Many cybersecurity firms publish in-
depth analyses of significant 
malware discoveries. Academic 
journals and conferences on 
cybersecurity are also valuable 
sources of cutting-edge research. 

• Network with Professionals: Attend 
cybersecurity conferences, webinars, 
and workshops to network with 
professionals and experts. 

• Develop Soft Skills: Work on report 
writing and communication skills, as 
understanding technical details is 
crucial in cyber operations. Practice 
critical thinking and problem-solving 
skills for analyzing and responding to 
cyber threats. Learn much more in 
CYBV 498 Cyber Operations 
Capstone.  

• Ethical Considerations: Understand 
and adhere to ethical guidelines in 
cybersecurity. Exploring and 
experimenting with malware should 
always be done within legal 
boundaries and in controlled 
environments. Covered in CYBV 454 

as you take apart and analyze 
malicious files.  

By following these steps, a student can build 
a solid foundation in cybersecurity, stay 
abreast of the latest developments in the 
field, and develop the necessary skills to 
analyze and respond to complex threats like 
the Krasue Linux Trojan. 

Securing the Network Edge: 21 
New Vulnerabilities in OT/IoT 
Routers Exposed 
This article is a critical case study in the 
evolving landscape of cybersecurity threats, 
particularly in Operational Technology (OT) 
and Internet of Things (IoT) devices. 
Forescout Vedere Labs has uncovered 21 
vulnerabilities in Sierra Wireless AirLink 
cellular routers and associated open-source 
components. This discovery highlights a 
worrying trend in the rise of vulnerabilities 
within routers and network infrastructure, a 
domain consistently targeted by state-
sponsored actors and cybercriminals for 
espionage and botnet formation. The 
vulnerabilities range from Remote Code 
Execution (RCE) to Cross-Site Scripting (XSS) 
and Denial of Service (DoS) attacks, 
underscoring the diverse nature of threats 
that can emerge from both hardware and 
software flaws. This revelation underscores 
the importance of understanding the 
intricacies of network security, the 
challenges posed by supply chain 
dependencies in software, and the critical 
need for robust security protocols and 
mitigation strategies in protecting OT/IoT 
infrastructure. As future professionals, you 
are encouraged to analyze and learn from 
such instances, appreciating the 
complexities of securing connected devices 
and the implications these vulnerabilities 
hold for various sectors, including 
healthcare, manufacturing, and critical 
infrastructure. 

For cyber operation students interested in 
delving deeper into this field, here are some 

https://www.hackthebox.com/
https://www.vulnhub.com/
https://overthewire.org/
https://www.forescout.com/blog/sierra21-supply-chain-vulnerabilities-iot-ot-routers/
https://www.sierrawireless.com/router-solutions/airlink/
https://www.sierrawireless.com/router-solutions/airlink/
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recommendations to enhance your learning 
and skills: 

• Industrial Control System Security: 
Consider taking the new CYBV 330 
Introduction to Industrial Control 
System Security course with me, 
Professor Galde. This new course will 
focus on Industrial Systems and 
introduce you to this unique 
infrastructure and the threats 
focused on these devices.  

• Internships and Work Experience: 
Seek internships or entry-level 
positions in cybersecurity to gain 
real-world experience. Practical work 
experience is invaluable in 
understanding the complexities and 
nuances of the field. Consider the 
Student Worker positions at the 
University of Arizona in the Industrial 
Asymmetric Environmental 
Surveillance (IAES) Security 
Operations Center with me again, 
Professor Galde.  

• Follow Security Blogs and 
Podcasts: Subscribe to blogs and 
podcasts focusing on cybersecurity. 
This can be a less formal but 
effective way of staying abreast of 
new technologies, threats, and 
industry best practices. 

• Develop Soft Skills: Besides 
technical skills, focus on developing 
soft skills like problem-solving, critical 
thinking, and effective 
communication. These are crucial for 
a successful career in cyber 
operations. 

Remember, the field of cybersecurity is 
vast and constantly evolving. Continuous 
learning and adaptability are vital to 
staying ahead in this dynamic and 
challenging field. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Cybersecurity Deep-Dive 
Analysis 
Next up on our journey in "The Packet" takes 
us back to the intriguing cybersecurity 
landscape of December 2023. In this 
section, "Cybersecurity Deep Dive Analysis," 
we don't just skim the surface; we delve 
deeper, unraveling the complexities of 
recent cybersecurity topics. We aim to 
uncover additional insights that are often 
overlooked, providing you with a more 
comprehensive understanding. This in-depth 
analysis ensures that, as students and future 
cybersecurity experts, you are well-informed 
and equipped to analyze and reflect critically 
on these evolving cybersecurity events. 
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Beware the Byte-Sized Loan Shark: 
Unraveling Android's Loan App 
Frauds 
Welcome to the evolving landscape of 
cybersecurity, where the fusion of finance 
and technology has created a new 
battleground for digital security. As future 
cybersecurity professionals, you enter an era 
of sophisticated threats deeply intertwined 
with our daily digital interactions. Today, we'll 
delve into a crucial and emerging threat in 
the FinTech sector: the rise of deceptive 
Android loan apps. 

In the first quarter of 2023, cybersecurity 
researchers at ESET uncovered an alarming 
trend. The digital world witnessed a surge in 
Android loan apps that harbored nefarious 
intentions beneath their veneer of offering 
easy and quick personal loans. These apps 
are not just mere nuisances but carefully 
crafted tools of financial fraud and data theft. 
As we explore this topic, we'll uncover how 
these apps lure users with the promise of 
financial aid only to trap them in a cycle of 
high interest rates and blackmail, all while 
harvesting their personal and financial 
information. 

 

This case study is a stark reminder of the 
ever-evolving nature of cyber threats and 
the importance of staying ahead in the 
game. As you engage with this topic, 
consider the broader implications of these 
malicious apps - not just in terms of 
individual privacy and security but also in the 
context of the ethical and regulatory 
challenges they pose. We'll examine the 
technical intricacies of these apps, the socio-
economic factors driving their proliferation, 
and the collective efforts needed to combat 
such threats. 

Through this examination, we aim to 
enhance your understanding of the real-
world challenges in cybersecurity, 
particularly in the FinTech domain. This 

knowledge is not just for academic interest 
but is crucial for shaping your approach to 
cybersecurity in your future careers. Let's 
embark on this journey of discovery and 
analysis, equipping ourselves with the 
knowledge and skills to combat these 
emerging digital predators in finance 
technology. 

Contextualizing the Problem: 

In recent years, the financial technology 
(FinTech) sector has seen rapid growth, 
driven by the increasing digitization of 
financial services. This transformation has 
led to numerous innovations, improving 
accessibility and convenience for millions 
globally. However, this digital leap has also 
opened new avenues for cybercriminals. 
One such avenue is the proliferation of 
malicious loan applications on Android 
platforms, which has emerged as a 
significant cybersecurity threat. 

The Deceptive Facade of Loan Apps: 

These predatory apps mimic legitimate 
financial services, promising quick loans with 
minimal bureaucracy. They capitalize on the 
urgent financial needs of individuals, 
particularly in regions with limited access to 
formal banking. However, beneath their 
user-friendly interfaces lies a malicious 
intent. Unlike genuine FinTech services, 
these apps are designed to defraud users 
through extortionate interest rates, 
unauthorized data harvesting, and blackmail. 

Understanding the Modus Operandi: 

The operational model of these apps is 
deceptively simple. Once downloaded, they 
request extensive permissions under the 
guise of verifying identity and 
creditworthiness. Users, often in dire 
financial straits, grant these permissions, 
unwittingly exposing a wealth of personal 
and financial data. This data is then 
exploited for malicious purposes, from 

https://www.welivesecurity.com/en/eset-research/beware-predatory-fintech-loan-sharks-use-android-apps-reach-new-depths/
https://www.welivesecurity.com/en/eset-research/beware-predatory-fintech-loan-sharks-use-android-apps-reach-new-depths/
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selling it on the dark web to using it for 
direct blackmail. 

Evolution of Threats: 

Initially, these malicious apps were isolated 
incidents, but their presence has grown 
significantly over time. Their evolution is 
marked by increasing sophistication in 
bypassing security measures, particularly 
those put in place by digital storefronts like 
Google Play. By exploiting users' trust in 
these platforms, these apps reach a broad 
audience, thus amplifying their impact. 

Regulatory and Security Challenges: 

This trend poses significant challenges not 
only to individual security but also to 
regulatory frameworks. While Google Play 
and other platforms have implemented 
policies to combat such threats, the 
adaptability and cunning of these 
cybercriminals continue to test these 
defenses. As future cybersecurity experts, 
understanding the intricacies of these 
challenges is crucial. You will be at the 
forefront of developing strategies and 
solutions to protect users and maintain trust 
in digital financial services. 

App Architecture and Permissions Abuse: 

 

A sophisticated architecture designed to 
deceive both users and security protocols is 
at the core of these malicious loan 
applications. These apps often mimic the 
look and functionality of legitimate financial 
apps to gain users' trust. Upon installation, 
they request an array of permissions that 
appear standard at first glance but are, in 
reality, a gateway to extensive data 
harvesting. These permissions include 
access to contacts, call logs, SMS, storage, 
camera, and sometimes even location data. 

Data Exfiltration and Encryption 
Techniques: 

Once permissions are granted, these apps 
begin the process of data exfiltration. The 
extracted data ranges from personal 
identifiers to sensitive financial information. 
Advanced versions of these apps use 
various encryption methods to send this 
data to command and control (C&C) servers, 
making detection and interception by 
security software more challenging. The 
encryption techniques employed are often 
sophisticated, involving layered encryption 
protocols that mask the data's journey from 
the device to the attacker's servers. 

Obfuscation and Evasion Tactics: 

A key feature of these apps is their use of 
code obfuscation and evasion tactics. This 
involves hiding or disguising the malicious 
code within the app to evade detection by 
antivirus software and app store security 
checks. Some apps use dynamic code 
loading, where the core malicious 
functionality is downloaded only after the 
app has passed initial security checks. This 
method significantly complicates the 
detection process, as the malicious payload 
is not present in the app at its initial review. 

Bypassing App Store Policies: 

These malicious apps also demonstrate an 
alarming ability to circumvent the app store 
policies. They often exploit loopholes in the 
app review process or quickly adapt to 
policy changes, ensuring their continued 
presence on legitimate platforms. This 
includes altering the app's behavior or 
permissions post-approval to introduce or 
reactivate malicious functionalities. 

Exploiting Flutter and Cross-Platform 
Development: 

An emerging trend in these deceptive apps 
is cross-platform development frameworks 
like Flutter. Such frameworks allow attackers 
to create apps for multiple operating 
systems efficiently, increasing their reach. 
While Flutter is a legitimate and powerful 



JA
N

U
A

RY
 2

02
4 

 

 
 

11 

tool for app development, its misuse by 
malicious actors presents new challenges in 
identifying and combating these threats. 

Securing the FinTech Field 

The FinTech industry, with its blend of 
finance and technology, presents a unique 
and critical front in the battle against 
cybercrime. As students of the cyber 
operations program, you are in a pivotal 
position to impact this arena significantly. 
The challenge of safeguarding digital 
financial services is not just a technical 
problem but a societal imperative. Here's 
how you can prepare and contribute to this 
vital field: 

Specialized Education and Training: 

• Focus on FinTech Security: Tailor 
your coursework to include subjects 
that delve into financial technologies, 
cybersecurity frameworks specific to 
financial services, and data 
protection laws. 

• Stay Updated with Emerging 
Technologies: Blockchain, artificial 
intelligence, and cloud computing 
are revolutionizing FinTech. 
Understanding these technologies 
and their security implications is 
essential. 

Hands-On Experience: 

• Participation in Cybersecurity 
Competitions: Engaging in Capture 
the Flag (CTF) events, hackathons, 
and cybersecurity challenges can 
provide practical experience in 
dealing with real-world security 
scenarios. 

• Internships in FinTech Companies: 
Seek internships or project 
opportunities in FinTech firms or 
financial institutions with a digital 
focus. This hands-on experience is 
invaluable. 

Research and Continuous Learning: 

• Stay Abreast of the Latest Threats: 
Regularly follow cybersecurity 
journals, attend webinars, and join 
forums that discuss the latest in 
FinTech security. 

• Conduct Independent Research: 
Consider projects or theses that 
address current issues in FinTech 
security, contributing to the body of 
knowledge in this field. 

Develop a Security Mindset: 

• Think Like an Attacker: 
Understanding cybercriminals' 
mindset and tactics can help develop 
robust defensive strategies. 

• Ethical Hacking Skills: Learning 
ethical hacking and penetration 
testing can provide insights into 
vulnerabilities and how they can be 
exploited. 

Networking and Community Involvement: 

• Join Professional Groups: Become a 
part of professional cybersecurity 
organizations and groups focused on 
FinTech. 

• Attend Industry Conferences: 
Participate in FinTech and 
cybersecurity conferences to 
network with professionals and learn 
from their experiences. 

Advocacy and Awareness: 

• Educate Others: Share your 
knowledge with peers, contribute to 
blogs, or conduct workshops to raise 
awareness about FinTech security. 

• Policy Advocacy: Understand and 
advocate for more robust policies 
and regulations that protect 
consumers and businesses in the 
digital financial space. 

The security of FinTech is not just about 
protecting money; it's about 
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safeguarding trust in the digital 
economy. As cyber operations 
professionals, you will play a crucial role 
in defending against threats that can 
undermine financial stability, consumer 
trust, and the integrity of financial 
systems. Your expertise and vigilance 
can prevent fraud, protect privacy, and 
ensure the resilience of financial services 
in the face of evolving cyber threats. 

The insights from the ESET Research 
article provide a window into the 
complexities of FinTech security. As 
cyber operations students, you are 
entering a field that is not only 
technically challenging but also socially 
significant. Your contributions will be 
crucial in shaping a secure and 
trustworthy digital financial landscape. 
Embrace this challenge with the 
knowledge, skills, and ethical 
responsibility you've developed, and be 
at the forefront of safeguarding the 
digital financial future. 

 

 

 

 

 

 

 

 

 

 

 

 

Cyber Intrigue in the Skies: 
Dissecting the AeroBlade Attack on 
U.S. Aerospace 
In the ever-evolving landscape of 
cybersecurity, the emergence of 
sophisticated cyber threats poses a 
relentless challenge to industries and 
national security. The aerospace sector, a 
nexus of technological innovation and critical 
infrastructure, often finds itself in the 
crosshairs of advanced cyber espionage 
campaigns. This paper delves into an 
intricate cyber operation known as 
AeroBlade, which has recently garnered 
significant attention within the cybersecurity 
community. 

The AeroBlade campaign, unearthed by the 
BlackBerry Research & Intelligence Team, 
represents a quintessential example of the 
complexity and stealth employed in modern 
cyber threats. Targeting a key player in the 
U.S. aerospace industry, this operation 
underscores the vulnerabilities inherent in 
our interconnected digital ecosystems. It 
highlights the nuanced techniques 
employed by cyber adversaries to exploit 
these weaknesses. 

As Cyber Operations students at the 
University of Arizona, you are at the forefront 
of understanding and countering such cyber 
threats. This paper aims to dissect the 
AeroBlade operation, offering a detailed 
technical analysis that unravels the 
intricacies of the campaign. By scrutinizing 
the tactics, techniques, and procedures 
(TTPs) employed by the threat actors, we 
aim to provide a comprehensive 
understanding of the operation, fostering a 
deeper appreciation of the challenges and 
complexities involved in protecting our 
critical digital infrastructure. 

Through this exploration, we hope to enrich 
your knowledge base and equip you with 
the analytical tools to anticipate, identify, and 
mitigate future cyber threats. As we embark 
on this journey of discovery, let us delve into 

https://blogs.blackberry.com/en/2023/11/aeroblade-on-the-hunt-targeting-us-aerospace-industry


JA
N

U
A

RY
 2

02
4 

 

 
 

13 

the world of AeroBlade, unraveling its 
secrets and learning from its execution to 
safeguard our cyber frontiers better. 

In cybersecurity, understanding the nature 
and scope of a threat is crucial for effective 
defense and mitigation strategies. The 
AeroBlade operation presents a multifaceted 
challenge, primarily targeting the U.S. 
aerospace industry. This sector is a 
cornerstone of national security and a 
bastion of technological advancement. 

The crux of the AeroBlade problem lies in its 
sophisticated approach to cyber espionage. 
Unlike conventional cyberattacks that may 
seek immediate financial gain or cause overt 
disruptions, AeroBlade's strategy is subtler, 
focusing on long-term information gathering 
and intelligence. This approach poses a 
unique set of challenges: 

Targeted Spear-Phishing: AeroBlade 
initiates its attack with carefully crafted 
spear-phishing emails, targeting specific 
individuals within the aerospace 
organization. This method capitalizes on 
human vulnerability, bypassing traditional 
security measures focusing on technical 
defenses. 

Advanced Malware Techniques: The 
malware used in AeroBlade exhibits complex 
obfuscation and anti-analysis techniques, 
making detection and analysis by 
cybersecurity professionals challenging. This 
sophistication indicates a high level of 
expertise among the threat actors, 
suggesting state-level capabilities or 
advanced criminal collectives. 

Stealth and Persistence: The operation's 
stealthiness is alarming, with malware 
designed to operate undetected over long 
periods. This persistence allows attackers to 
continuously gather sensitive information, 
leading to a prolonged compromise of 
confidentiality and integrity within the 
targeted organization. 

Evolution of Tactics: The AeroBlade 
campaign has shown an ability to evolve and 
refine its methods. Over time, the attackers 
have enhanced their tools and tactics, 
suggesting an ongoing commitment to 
targeting the aerospace sector and 
constantly adapting to countermeasures. 

Implications for National Security and 
Industry Competitiveness: The successful 
execution of such a campaign has far-
reaching implications. It not only jeopardizes 
national security but also threatens the 
competitive edge of the U.S. aerospace 
industry in the global market. 

Understanding the AeroBlade operation is 
not just an academic exercise for Cyber 
Operations students at the University of 
Arizona. It's a real-world example of the 
cyber threats you will face in your 
professional career. The problem extends 
beyond the technical realm, encompassing 
human psychology, organizational behavior, 
and the broader geopolitical landscape. As 
we proceed to the technical analysis, 
consider this problem's multidimensional 
nature and how each aspect of AeroBlade's 
strategy contributes to its overall 
effectiveness and danger. 

The AeroBlade operation, in targeting the 
U.S. aerospace industry, demonstrates a 
high level of technical sophistication and 
strategic planning. This technical analysis 
aims to unpack the intricate layers of the 
campaign, offering Cyber Operations 
students at the University of Arizona a 
comprehensive understanding of its 
workings. 

Initial Infiltration – Spear-Phishing and 
Remote Template Injection: 

• AeroBlade begins with a spear-
phishing attack using emails 
containing weaponized Microsoft 
Office documents. These documents 
are cleverly disguised to bypass 
initial scrutiny and entice specific 
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targets within the aerospace 
organization to open them. 

• Upon opening the document, a 
remote template injection technique, 
classified under the MITRE ATT&CK 
technique T1221, is triggered. This 
technique stealthily downloads a 
second-stage payload, typically a 
.dotm file (a Word document with 
macros), further advancing the 
attack. 

Execution of Malware – Use of VBA 
Macros and Obfuscated Payloads: 

• The .dotm file utilizes VBA macros to 
execute a series of operations. These 
macros are often heavily obfuscated 
to evade detection by antivirus 
software. 

• The execution involves deploying a 
multi-staged payload, with each 
stage designed to progressively 
escalate privileges and establish a 
stronger foothold within the target 
system. 

Persistence and Stealth: 

• AeroBlade exhibits a strong 
emphasis on maintaining persistence 
within the infected system. 
Techniques such as T1137.001 (Office 
Application Startup) and T1053.005 
(Scheduled Task) ensure the malware 
remains active after the system 
reboots. 

• The malware employs various 
defense evasion techniques, such as 
T1027 (Obfuscated Files or 
Information) and T1140 
(Deobfuscate/Decode Files or 
Information), to conceal its presence 
and actions from security monitoring 
tools. 

Command and Control (C2) 
Communications: 

• The malware establishes 
communication with a C2 server, 
typically over encrypted channels, 
making detection and interception of 
data more challenging. The use of 
standard ports like TCP 443 further 
helps in blending the traffic with 
regular network activity. 

• The C2 communication protocols are 
designed to be resilient and stealthy, 
using techniques like T1105 (Ingress 
Tool Transfer) to fetch additional 
payloads or receive commands. 

Data Exfiltration and Intelligence 
Gathering: 

• AeroBlade's final payload, often a 
DLL file acting as a reverse shell, 
enables the attackers to remotely 
execute commands on the infected 
system, providing them access to 
sensitive information. 

• The malware can perform 
reconnaissance using techniques like 
T1083 (File and Directory Discovery) 
and T1082 (System Information 
Discovery), allowing the attackers to 
map the network environment and 
identify valuable data for exfiltration. 

Evolution of Tactics and Tools: 

• The AeroBlade campaign shows an 
evolutionary improvement in tactics 
and tools. The payloads in the later 
stages of the campaign are stealthier, 
employ more sophisticated 
obfuscation, and include advanced 
anti-analysis techniques. 

• This evolution indicates the 
attackers’ adaptive response to 
security measures and commitment 
to sustaining the campaign over a 
long period. 

Technical Challenges for Defenders: 

• The complexity and stealth of the 
AeroBlade campaign pose significant 



JA
N

U
A

RY
 2

02
4 

 

 
 

15 

challenges for defenders. Detecting 
such sophisticated attacks requires 
advanced security tools and skilled 
personnel. 

• Continuous monitoring, advanced 
threat hunting, and regular security 
training for staff are essential to 
detect and mitigate such threats 
effectively. 

As we conclude our examination of the 
AeroBlade cyber espionage campaign 
against the U.S. aerospace industry, several 
key takeaways emerge, particularly pertinent 
for Cyber Operations students. This 
operation highlights the advanced 
capabilities of modern cyber adversaries and 
underscores the need for a robust, 
multifaceted approach to cybersecurity. 

Complexity of Modern Cyber Threats: 

AeroBlade is a testament to current cyber 
threats' intricate and sophisticated nature. Its 
multi-staged attack, use of advanced 
obfuscation techniques, and persistent 
efforts to remain undetected exemplify the 
lengths to which adversaries will go to 
achieve their objectives. 

Importance of Human Factors in 
Cybersecurity: 

The initial breach in the AeroBlade operation 
was enabled through spear-phishing, a tactic 
that exploits human vulnerabilities. This 
emphasizes the need for continuous 
education and awareness programs to 
sensitize employees to the tactics used by 
cybercriminals. 

Need for Advanced Defensive 
Capabilities: 

To counter such sophisticated threats, 
organizations must invest in advanced 
cybersecurity measures. This includes 
technical solutions like next-generation 
firewalls, intrusion detection systems, 
endpoint protection platforms, and the 
development of skilled cybersecurity 

personnel capable of identifying and 
responding to advanced threats. 

Continuous Learning and Adaptation: 

The evolving nature of the AeroBlade 
campaign demonstrates that cybersecurity is 
not a static field. Continuous learning, 
research, and adaptation of new techniques 
and tools are crucial for preventing cyber 
threats. 

Collaboration and Information Sharing: 

The revelation of AeroBlade by the 
BlackBerry Research & Intelligence Team 
highlights the importance of collaboration 
and information sharing within the 
cybersecurity community. Sharing 
intelligence about threats can significantly 
enhance collective defense capabilities. 

Career Implications for Cyber Operations 
Students: 

For students, AeroBlade offers a real-world 
case study of the complexities of cyber 
espionage. Understanding such operations 
is invaluable for your future roles in 
cybersecurity, whether in threat analysis, 
incident response, or strategic security 
planning. 

Broader Implications for National 
Security and Corporate Governance: 

Targeting critical industries like aerospace 
has broader national security and corporate 
governance implications. It underscores the 
need for stringent cybersecurity policies and 
practices at national and corporate levels. 

As emerging professionals in cyber 
operations, you are stepping into an arena of 
constant challenge and change. Operations 
like AeroBlade are a stark reminder of the 
ongoing battle in cyberspace. They demand 
technical acumen and a strategic mindset 
capable of anticipating and countering 
sophisticated cyber threats. This analysis of 
AeroBlade should serve as both a lesson 
and a call to action, inspiring you to 
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continuously evolve and strengthen your 
skills in this dynamic and critical field. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Art of Concealment: 
Steganography’s Emergence in 
Cybersecurity Warfare 
In the rapidly evolving cybersecurity 
landscape, the emergence of sophisticated 
techniques like steganography in malware 
and phishing attacks represents a significant 
shift that demands our immediate attention. 
As a student of cyber operations, you are at 
the forefront of learning and understanding 
these complex challenges. The resurgence 
of steganography, a method traditionally 
associated with espionage and now 
increasingly used in cyber-attacks, signals a 
new era in digital threats. 

Steganography, the art of hiding information 
within other seemingly innocuous files or 

media, is not just a historical curiosity. It has 
morphed into a formidable tool in the 
arsenal of modern cybercriminals. This 
technique, which masks malicious code 
within benign files or images, poses unique 
challenges for detection and analysis. Unlike 
traditional malware, which can be identified 
through usual security measures, 
steganography requires a deeper, more 
nuanced understanding of cybersecurity's 
technical and psychological aspects. 

As students currently navigating the 
complexities of cyber operations, you are 
uniquely positioned to understand and 
combat these threats. The importance of 
being aware of and educated about these 
trends cannot be overstated. It is not just 
about staying informed; it is about being 
prepared for the future of cybersecurity. 

To delve deeper into the world of malware 
analysis and learn the skills needed to 
identify and counter such sophisticated 
threats, I invite you to enroll in my CYBV 454 
Malware Analysis course offered at the 
University of Arizona. Available in both 
Spring and Fall, this course is designed to 
equip you with the knowledge and practical 
expertise to analyze, understand, and 
mitigate the kind of advanced threats that 
are becoming increasingly prevalent in our 
digital world. 

Historical Context of Steganography 

The practice of steganography dates to 
ancient times. Historically, it was used as a 
method of secret communication far before 
the advent of digital technology. 
'steganography' is derived from Greek and 
means 'covered writing'. One of the earliest 
recorded uses of steganography was by the 
ancient Greeks, who tattooed messages on 
the shaved heads of slaves and waited for 
the hair to regrow to conceal the message. 

Throughout history, various forms of 
steganography were employed, ranging 
from invisible inks to microdots during the 

https://any.run/cybersecurity-blog/steganography-in-malware-attacks/
https://any.run/cybersecurity-blog/steganography-in-malware-attacks/
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World Wars. The main goal was always the 
same: to hide the existence of a message. 

Steganography in the Digital Era 

With the advent of digital technology, 
steganography found new ground. It 
evolved from physical methods to 
sophisticated digital techniques hiding 
information in digital media, such as images, 
audio, and video files. The principle 
remained the same: conceal the message's 
existence, but the methods became 
significantly more complex and complicated 
to detect. 

Data is often hidden within the least 
significant bits of an image or audio file in 
digital steganography. To the casual 
observer, the file appears normal, but it 
contains hidden information that can only be 
extracted with the right tools and 
knowledge. 

Emergence as a Cybersecurity Threat 

Recently, steganography has taken a darker 
turn, becoming a tool in cybercriminals' 
arsenal. This transition marks a significant 
evolution in cyber threats. Unlike traditional 
malware, which is detectable through its 
behavior or signature, steganographic 
malware hides in plain sight. It is embedded 
in files that appear normal and harmless, 
making detection challenging. 

Cybercriminals use steganography to 
bypass security systems and deliver 
malicious payloads covertly. This can include 
hiding malicious code within an image 
attached to an email or embedding a script 
within a seemingly benign audio file. The 
versatility and inconspicuous nature of 
steganographic techniques make them 
particularly dangerous. 

Why Steganography Represents a Newer 
Type of Threat 

The danger of steganography in 
cybersecurity lies in its stealth and 

sophistication. Traditional cybersecurity 
measures focus on detecting anomalies or 
known malware signatures. However, 
steganographic content does not raise 
typical red flags, as it's hidden within 
legitimate-looking files. This requires a more 
nuanced approach to cybersecurity, 
combining traditional methods with 
advanced analysis techniques that can 
uncover hidden data. 

Furthermore, the increasing use of 
steganography points to a broader trend in 
cyber threats: attackers' growing 
sophistication and adaptability. As 
cybersecurity defenses evolve, so do the 
tactics of threat actors. Steganography 
represents a shift towards more covert, 
undetectable methods of attack, which 
poses significant challenges for 
cybersecurity professionals. 

How Steganography Works in the Digital 
Realm: 

In digital steganography, data is hidden 
within another file, such as an image, audio, 
or video file. This is typically achieved by 
manipulating the digital file's least 
significant bits (LSBs). In an image, for 
instance, altering the LSBs will usually not 
result in any visible change to the image but 
can be used to embed hidden data. 

Common Techniques: 

• LSB Insertion: Involves replacing the 
least significant bit of each byte in an 
image or audio file with a bit of the 
secret message. 

• Palette-Based Steganography: 
Used in indexed images where 
modifying the color palette can hide 
information. 

• Redundant Pattern Encoding: 
Embedding data in patterns like the 
same pixel repeated with slight 
variations. 

• Transform Domain Techniques: 
Embedding data in significant areas 
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of the file, like the frequency domain 
of an image or audio file. 

Why It's Effective: 

• Low Visibility: The alterations made 
by steganographic techniques are 
often invisible to the human eye or 
ear, making them hard to detect 
without specialized analysis. 

• Bypassing Filters: Because the files 
appear normal, they can easily 
bypass security systems that scan for 
known malware signatures or 
suspicious file types. 

• Complex Detection: Requires 
sophisticated tools and techniques, 
often involving statistical analysis and 
anomaly detection. 

Challenges in Detection: 

• Volume of Data: With vast amounts 
of digital content being shared daily, 
scanning every file for potential 
steganographic content is 
impractical. 

• Advanced Analysis Required: 
Detecting steganography often 
requires advanced tools for deep 
analysis, such as examining bit 
patterns or anomalies in the file 
structure. 

• Evolving Techniques: Attackers 
continuously develop new 
steganographic methods, making it a 
moving target for cybersecurity 
professionals. 

Real-World Application in Malware and 
Phishing Attacks: 

• Malware Delivery: Attackers can 
embed malicious code within an 
image attached to an email. The 
code is executed when the image is 
opened or viewed, infecting the 
system. 

• Command and Control (C&C) 
Communication: Steganography 

can be used for stealthy 
communication between malware 
and C&C servers, hiding commands 
in seemingly normal network traffic. 

• Data Exfiltration: Sensitive data can 
be exfiltrated from a compromised 
system by embedding it within 
legitimate outbound traffic, evading 
data loss prevention measures. 

The Evolution of Threats: 

Steganography in cyberattacks represents 
an evolution in the sophistication of threats. 
As cybersecurity measures become more 
advanced, so do the tactics of attackers. This 
increasing sophistication highlights the need 
for cybersecurity professionals to adapt and 
continually develop more advanced 
detection and analysis methods. 

Embracing the Challenge and Preparing 
for the Future 

As we have explored, using steganography 
in malware and phishing attacks represents 
a significant and sophisticated evolution in 
cybersecurity threats. This emerging trend 
challenges security paradigms and 
underscores the importance of continual 
learning and adaptation in cyber operations. 

The resurgence of steganography, with its 
roots deeply embedded in history, has found 
a new, formidable application in the digital 
age. It poses unique challenges, requiring a 
blend of technical acumen, strategic 
thinking, and innovative approaches to 
detect and mitigate. The stealth and 
complexity of these threats highlight the 
importance of deep technical knowledge 
and hands-on experience in programming 
and cybersecurity. 

There is a clear path forward for those of 
you intrigued by this evolution and eager to 
contribute to the evolving landscape of 
cybersecurity. Focus your studies on 
learning the intricacies of programming, 
particularly in languages like C and 
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Assembly, which are fundamental to 
understanding and combatting sophisticated 
cyber threats. Delve into the methodologies 
attackers use to equip themselves. The 
University of Arizona offers a suite of 
courses tailored to meet these needs: 

• CYBV 311 - Intro Security 
Programming II: This course 
introduces Assembly programming, a 
critical skill in understanding the 
lower-level workings of software, 
including malicious programs. 

• CYBV 454 - Malware Threats & 
Analysis: Here, you'll learn the 
methodologies to perform safe static 
and dynamic analysis of software of 
potentially unknown origin. This 
includes obfuscated malware, giving 
you a comprehensive understanding 
of the software's functionality and 
specifications. 

• CYBV 471 - Assembly Language 
Programming for Security 
Professionals: This course 
introduces assembly language 
programming, which is essential for 
those looking to delve deeper into 
cybersecurity. Hands-on labs and 
exercises will equip you with the 
skills to develop and implement 
applications in Assembly language. 

As the digital landscape evolves, so do the 
skills to protect it. By immersing yourselves 
in these areas of study, you'll be well-
equipped to face and combat the 
sophisticated cybersecurity threats of 
tomorrow. Embrace the challenge and 
prepare to be at the forefront of 
cybersecurity innovation and defense. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

From Routers to Risk: Exploring the 
KV-botnet's Role in Modern Cyber 
Attacks 
In the ever-evolving landscape of 
cybersecurity, understanding the intricacies 
of digital threats has never been more 
crucial. As future pioneers in the realm of 
cyber operations, students at the University 
of Arizona are at a unique juncture to delve 
into one of the most significant and 
burgeoning trends in cybersecurity: the 
sophisticated use of botnets, specifically the 
KV-botnet, in malware and phishing attacks. 

The recent investigation by Black Lotus 
Labs, titled "Routers Roasting on an Open 
Firewall," unveils a startling advancement in 

https://blog.lumen.com/routers-roasting-on-an-open-firewall-the-kv-botnet-investigation/
https://blog.lumen.com/routers-roasting-on-an-open-firewall-the-kv-botnet-investigation/
https://blog.lumen.com/routers-roasting-on-an-open-firewall-the-kv-botnet-investigation/
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cyber warfare tactics – exploiting small 
office/home office (SOHO) routers to create 
a covert data transfer network. This network, 
known as the KV-botnet, is a stark reminder 
of the dynamic and intricate nature of cyber 
threats today. It underscores the importance 
of staying ahead in cyber operations, where 
emerging threats continually reshape the 
digital battleground. 

For students seeking to deepen their 
understanding and skillset in this critical 
area, the University of Arizona offers an 
invaluable resource – the CYBV 480: Cyber 
Warfare course. Available in both Spring and 
Fall semesters, this course provides an in-
depth exploration of cyber warfare's 
strategies, techniques, and implications. By 
enrolling, students will understand how 
entities like the KV-botnet operate and the 
broader context of their impact in the sphere 
of global cybersecurity. 

As we venture into this detailed analysis of 
the KV-botnet, let us remember: the 
knowledge we gain today is not just 
academic; it is a vital tool in safeguarding the 
digital future. CYBV 480: Cyber Warfare is 
more than a course – it's a gateway to 
becoming well-equipped guardians in the 
digital age. 

What is a Botnet? 

A botnet is a network of internet-connected 
devices, each infected with malware and 
controlled without the owners' knowledge. 
These botnets perform distributed denial-of-
service (DDoS) attacks, steal data, send 
spam, and allow the attacker access to the 
device and its connection. 

Historical Context of Botnets 

The concept of botnets dates to the early 
days of the internet. Initially, botnets were 
relatively benign and often used for 
maintaining large IRC networks. The first 
malicious botnets emerged in the early 
2000s, with notable examples like the 

"Agobot" and "MyDoom," primarily used for 
DDoS attacks and spamming. 

Over the years, botnets have evolved 
significantly. The infamous "Conficker" in 
2008 was a turning point, demonstrating the 
potential of botnets to exploit system 
vulnerabilities on a massive scale. The 
"Mirai" botnet in 2016 marked another 
evolution, exploiting IoT devices and 
highlighting the growing vulnerability of 
interconnected devices. 

The KV-botnet: A Newer Type of Threat 

The KV-botnet, as revealed by Black Lotus 
Labs, demonstrates the latest evolution in 
botnet sophistication. Unlike traditional 
botnets, which often sought quantity over 
quality in terms of infected devices, the KV-
botnet is characterized by its strategic 
targeting of SOHO routers, positioning itself 
at the edge of enterprise networks. This 
approach allows for more discreet 
operations, making detection and mitigation 
more challenging. 

Shaping into a Newer Type of Threat 

Stealth and Precision 

The KV-botnet signifies a shift towards more 
stealthy, precise operations in cyber warfare. 
Its capability to infect and operate from 
routers and IoT devices shows an alarming 
trend where everyday devices become tools 
for espionage and data exfiltration. 

Use of Advanced Techniques 

The botnet uses advanced techniques like 
removing competing malware and using 
memory-based payloads. This approach 
hides its tracks more effectively and 
demonstrates a higher level of sophistication 
in avoiding detection and maintaining 
persistence. 

Geopolitical Implications 

Identifying state-sponsored actors, as in the 
case of the KV-botnet, highlights the 

https://blog.lumen.com/routers-roasting-on-an-open-firewall-the-kv-botnet-investigation/
https://blog.lumen.com/routers-roasting-on-an-open-firewall-the-kv-botnet-investigation/
https://blog.lumen.com/routers-roasting-on-an-open-firewall-the-kv-botnet-investigation/
https://en.wikipedia.org/wiki/Agobot
https://en.wikipedia.org/wiki/Mydoom
https://en.wikipedia.org/wiki/Conficker
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geopolitical implications of botnets. These 
tools are no longer just used for financial 
gain or disruption but are integral to national 
security and cyber espionage strategies. 

Botnet Architecture and Infrastructure 

• Activity Clusters: The KV-botnet 
consists of two primary activity 
clusters operating in tandem. These 
clusters demonstrate a structured 
and hierarchical approach indicative 
of a complex command-and-control 
(C2) framework. 

• Command-and-Control (C2) 
Framework: The botnet employs a 
well-concealed C2 framework. This 
involves multiple layers of 
communication and control, allowing 
the botnet operators to issue 
commands remotely, collect data, 
and update malware without direct 
interaction. 

Infection Process 

• Targeting SOHO Routers: The 
botnet primarily targets end-of-life 
SOHO routers, a strategy that 
exploits less secure, outdated 
hardware at the network's edge. 

• Multi-Stage Infection: The multi-
phased infection process begins with 
exploiting vulnerabilities in targeted 
devices. This includes a bash script 
(kv-all.sh) that prepares the 
environment by removing other 
malware and security tools. 

• Payload Deployment: After 
environment preparation, the 
malware deploys architecture-
specific payloads, ensuring effective 
infection across different device 
types. 

Obfuscation and Evasion Techniques 

• Memory-based Execution: One of 
the notable aspects of the KV-botnet 
is its reliance on memory-resident 

payloads. This approach effectively 
evades traditional disk-based 
detection mechanisms. 

• Process Masquerading: The 
malware disguises its processes 
under legitimate filenames, making 
detection by system administrators 
or automated tools more challenging. 

Data Exfiltration and Tunneling 

• Data Exfiltration Methods: The 
botnet can extract data from the 
infected network, using the 
compromised routers as pivot points. 

• Tunnel Creation: The KV-botnet 
establishes covert tunnels for data 
transfer. This is done by generating 
random ports and setting up listening 
sockets, further masked by common 
traffic types to avoid suspicion. 

Advanced Persistence and Operational 
Security 

• Avoiding Cohabitation: The botnet 
removes competing malware from 
the infected devices, ensuring 
exclusive control over the 
compromised hardware. 

• Dynamic Command and Control 
Infrastructure: The C2 servers and 
payload delivery mechanisms are 
continuously rotated and updated, 
making the botnet’s operations more 
resilient to takedown efforts. 

Navigating the Evolving Cyber Threat 
Landscape 

As we reach the end of our exploration 
into the intricacies of the KV-botnet, a 
few key points stand out. This 
investigation has not only shed light on 
the sophisticated nature of modern 
cyber threats but also underscored the 
critical role of cybersecurity 
professionals in safeguarding digital 
infrastructure. 



JA
N

U
A

RY
 2

02
4 

 

 
 

22 

Key Takeaways: 

• The Evolving Nature of 
Threats: The KV-botnet 
exemplifies the continuous 
evolution of cyber threats. From 
exploiting vulnerabilities in 
outdated SOHO routers to 
employing advanced obfuscation 
techniques, this botnet 
represents a new era of cyber 
threats that are more stealthy, 
resilient, and challenging to 
detect and mitigate. 

• Importance of Vigilance and 
Adaptability: For future 
cybersecurity professionals, the 
KV-botnet serves as a potent 
reminder of the necessity for 
constant vigilance, adaptability, 
and a deep understanding of 
both offensive and defensive 
cyber tactics. 

Implications for Cyber Operations 
Students: 

A Call for Advanced Skills and 
Knowledge: This case study highlights 
the need for a robust educational 
foundation in cyber warfare and security 
principles. As cyber threats become 
more complex, the demand for skilled 
professionals with the latest knowledge 
and techniques will only increase. 

The Role of Education in 
Cybersecurity: Courses like CYBV 480: 
Cyber Warfare at the University of 
Arizona are not just academic pursuits 
but essential for preparing the next 
generation of cybersecurity experts. 
These courses offer a deep dive into the 
strategies, tools, and countermeasures 
necessary to combat sophisticated cyber 
threats like the KV-botnet. 

 

 

Looking Ahead: 

As we continue to witness the 
emergence of advanced cyber threats, 
the role of educated, skilled, and 
proactive cybersecurity professionals 
have never been more critical. The 
journey does not end with understanding 
the current landscape; it is an ongoing 
process of learning, adapting, and 
staying ahead of potential threats. 

For students at the University of Arizona 
and aspiring cyber operations specialists 
everywhere, engaging with courses like 
CYBV 480 is more than a step towards a 
degree; it's a step towards becoming a 
pivotal part of our digital world's defense 
mechanism. As the cyber threat 
landscape evolves, so must our 
strategies and knowledge. Together, we 
can strive to create a more secure and 
resilient digital future. 
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January Cybersecurity 
Project 
Alright, intrepid explorers of 'The Packet'! 
Buckle up, as our next adventure dives into a 
thrilling project designed to sharpen your 
cybersecurity wizardry. But before you don 
your hacker hats, here's a little heads-up: 
This article is like a map to a treasure trove 
of skills that, if used recklessly, could lead 
you into murky waters. Remember, the 
swashbuckling escapades we embark on 
through The Packet's projects are strictly for 
academic heroics to mold future cyber 
guardians. Want to use these powers in the 
real world? Ace, your studies, land a 
fantastic gig where you're the good guy (or 
gal!), and get paid to flex your cyber muscles 
correctly. Let's learn and have fun, but keep 
it all above board, folks. 

Unleashing SSH-Snake: Your Cyber 
Tool for Network Mastery 
Hey there, future cyber gurus of the 
University of Arizona's cyberoperations 
program! Get ready to be wowed by a tool 
that will make your cybersecurity journey 
much more exciting: SSH-Snake. This isn't 
just any tool; it's your magic wand in the 
Automated SSH-Based Network Traversal 
realm. Let's dive in! 

What is SSH-Snake? 
Imagine having a digital Sherlock Holmes at 
your fingertips, dedicated to unraveling the 
mysteries of network connections. That's 
SSH-Snake for you! It's designed to map out 
entire networks and their dependencies by 
smartly utilizing SSH private keys found on 
systems. Think of it as a cyber detective that 
uncovers how far a network can be 
compromised, starting from just one system. 

 

 

The Magic It Performs 
SSH-Snake works like a charm, automating 
tasks that would take ages to do manually. 
It's like having a cyber assistant who 
tirelessly works to: 

1. Find SSH private keys on your 
current system. 

2. Scout for potential hosts or 
destinations these keys can unlock. 

3. Try out all these keys to SSH into the 
destinations. 

4. Repeat the process on each newly 
connected system. 

It's a self-replicating, fileless wonder, 
spreading across networks with ease. 
Imagine it as a friendly worm, hopping from 
one system to another, uncovering 
connections you never knew existed. 

Why SSH-Snake?  
1. Real-World Skill Development: 

SSH-Snake simulates scenarios that 
cybersecurity professionals 
encounter in real-world network 
environments. By using this tool, 
students gain hands-on experience 
in network traversal and SSH (Secure 
Shell), a critical skill in cybersecurity. 

2. Understanding Network 
Vulnerabilities: The tool 
demonstrates how SSH keys can 
compromise networks. Students 
learn about the vulnerabilities 
associated with SSH and how 
attackers can exploit private keys, 
which is crucial in understanding 
network security. 

3. Automation in Cybersecurity: SSH-
Snake introduces students to 
automation in cybersecurity tasks. It 
automates the process of network 
traversal using SSH keys, 
showcasing how repetitive and time-
consuming tasks can be efficiently 
handled, a key component in modern 
cybersecurity. 

https://github.com/MegaManSec/SSH-Snake
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4. Fileless Malware Insights: The 
project is a practical example of 
fileless malware operation. It 
operates without leaving files on the 
systems it scans, a tactic increasingly 
used in sophisticated cyber-attacks. 
Understanding this approach helps 
students recognize and counter such 
threats. 

5. Depth-First Approach and 
Recursive Functionality: SSH-
Snake's depth-first traversal method 
is an excellent case study in efficient 
network scanning techniques. The 
recursive nature of its operations, 
where it repeats its scanning process 
on each connected system, offers 
insights into expansive network 
scanning and data-gathering 
methods. 

6. Hands-On Experience with 
Scripting and Tools: The tool is 
written in Bash and uses common 
Linux tools, providing students 
practical scripting experience. 
Familiarity with these tools and the 
ability to modify or extend SSH-
Snake can be invaluable in a 
cybersecurity career. 

7. Graphical Network Mapping: SSH-
Snake's ability to generate graphical 
representations of network 
connections is an essential skill for 
cybersecurity students. Visualizing 
network topologies aids in 
understanding complex network 
relationships and pinpointing 
vulnerabilities. 

8. Ethical Hacking and Penetration 
Testing Practices: The project 
serves as a platform for ethical 
hacking and penetration testing 
practice. It allows students to 
simulate an attacker’s approach in a 
controlled environment, thereby 
understanding and preparing better 
defensive strategies. 

9. Problem-Solving and Critical 
Thinking: Working with SSH-Snake 
enhances problem-solving and 
critical thinking skills. Students learn 
to analyze output, troubleshoot 
issues, and make decisions based on 
the script's findings, which are key 
competencies in cybersecurity. 

10. Compliance and Ethical 
Considerations: Finally, the project 
underscores the importance of 
ethical practices in cybersecurity. It 
highlights the need for compliance 
with legal and ethical standards, a 
fundamental aspect of any 
cybersecurity profession. 

Some words of caution before 
proceeding with this project?  
While the SSH-Snake project offers a 
valuable learning experience, it's crucial to 
approach it with caution due to its potential 
risks. This operates as a worm and can do 
things you don’t intend. Here are some 
guidelines for using this project safely and 
responsibly. 

1. Understand Legal Implications: 
First and foremost, students must 
know the legal implications of using 
tools like SSH-Snake. Unauthorized 
access to systems can be illegal and 
unethical, even for educational 
purposes. It's essential to understand 
and comply with laws and 
regulations related to cybersecurity 
and network access. 

2. Use Controlled Environments: 
Students should only use SSH-Snake 
in a controlled, isolated lab 
environment. This could be a virtual 
lab or a closed network for 
educational purposes. Avoid using it 
on public or unauthorized networks, 
which could lead to unintended legal 
and ethical issues. 
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3. Gain Necessary Permissions: If the 
project is part of a classroom or lab 
exercise, ensure all necessary 
permissions from instructors or 
network administrators are obtained. 
When setting up a personal lab 
environment, ensure that all activities 
are confined to systems and 
networks owned or authorized for 
such use. 

4. Educational Purpose Only: I must 
again emphasize using SSH-Snake 
solely for educational purposes. It 
should be used to learn about 
network vulnerabilities and defense 
strategies, not to exploit these 
vulnerabilities beyond the 
educational scope. 

5. Data Privacy and Integrity: Be 
cautious about the data that SSH-
Snake accesses. Even in a lab 
environment, ensure that any data 
collected or accessed is handled 
responsibly and ethically, maintaining 
privacy and integrity. 

6. Monitor and Control Its Use: When 
using SSH-Snake, closely monitor its 
actions. Due to its recursive and self-
propagating nature, it can quickly 
spread across networks. Students 
should understand how to control 
and stop the tool to prevent 
unintended network traversal. 

7. Understand the Tool Completely: 
Students should thoroughly 
understand how it works before 
using SSH-Snake. This includes its 
capabilities, the underlying principles 
of SSH key usage, and the potential 
risks involved. A lack of 
understanding could lead to misuse 
or accidental damage. 

8. Report Findings Appropriately: Any 
vulnerabilities or issues discovered 
during SSH-Snake use should be 
reported appropriately within the 
educational context. Avoid publicly 

disclosing sensitive information that 
could be misused. 

9. Stay Informed on Ethical Hacking 
Practices: Students should 
continuously educate themselves on 
ethical hacking practices and stay 
updated on the evolving standards in 
cybersecurity. This includes 
respecting privacy, avoiding damage 
or disruption, and reporting 
vulnerabilities responsibly. 

Wrapping Up  
In the cyber world, where time is of the 
essence, SSH-Snake is your secret weapon. 
It's not just about saving time; it's about 
deepening your understanding of network 
dependencies and vulnerabilities. So go 
ahead, unleash SSH-Snake in your lab 
environment, and watch as it reveals the 
hidden pathways of your digital universe! 

Remember, with great power comes great 
responsibility. Use SSH-Snake wisely and 
ethically in your journey to becoming a 
cybersecurity wizard! 
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CONTACT US 

CIIO@EMAIL.ARIZONA.EDU 

1140 N. Colombo Ave. | Sierra Vista, AZ 85635 

Phone: 520-458-8278 ext 2155 

https://cyber-operations.azcast.arizona.edu/ 
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