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|
| Welcome to the AUGUST issue of “The PACKET” Produced under the [
,University of Arizona Cyber Operations Program. As always, My name js |
| Professor Michae| Galde ang | am here again with the August iSsue, I
I Welcome to the fa)| Sémester of 2020, this Publication hopes allows |
I1You to become interested in cybersecurity and the infosec COmmunity |
I1at large, Inside yoy will find nNews aboyt cybersecurity topics ang some |
Ichoice Projects that have found to be interesting while also allow I
Istudents with budding abilities to try SOmething new and students with |
Imore technica| abilities to find Project Motivation to 80 further. |f you

Ithis to keep Up to date in 5 dynamicaiiy changing world with an always
I €volving threat.

'Thanks forjoining Me on this wild ride and | hope €veryone has 5 good
IFal semester!|
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They have the best testers, the best...
TrickBot is a nasty.piece of malware making the
rounds and.the:most recent version has a small
development issue. The developers mistakenly
distributed a test version which warn victims of the
malware. Grabber.dll is TrickBot's password and
cookie-stealing module that attempts to harvest saved
*-. lbrowser credentials These stolen credentials can then
be used to login to the victim's accounts.

e

Not all hero's wear capes.
The Emotet botnet works by spamming targets with
emails which contain a malicious document. This
forces the victim to a hacked webpage but the
Emotet gang employs the same password for all of
its web sites. An unknown vigilante appears to have
discovered this common password and has been
abusing this weakness botnet to sabotage Emotet’s
malware with animated GIFs.

60% of the time, social engineering works

every time.

So social engineering is often overlooked but this is
the consistent winner over time as people are always
the weakest link. Twitter employees were manipulated
in handing over credentials and individuals used this
access to make people believe that bitcoin could be
doubled somehow. Not a very technical hack but one
that works.

-

Twitter Inc.
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https://blog.twitter.com/en_us/topics/company/2020/an-update-on-our-security-incident.html
https://www.zdnet.com/article/a-vigilante-is-sabotaging-the-emotet-botnet-by-replacing-malware-payloads-with-gifs/
https://www.bleepingcomputer.com/news/security/trickbot-malware-mistakenly-warns-victims-that-they-are-infected/
https://www.bleepingcomputer.com/news/security/trickbot-malware-mistakenly-warns-victims-that-they-are-infected/
https://www.zdnet.com/article/a-vigilante-is-sabotaging-the-emotet-botnet-by-replacing-malware-payloads-with-gifs/
https://blog.twitter.com/en_us/topics/company/2020/an-update-on-our-security-incident.html

The us Federal Bureau of Investlgatlon has sent an alert on Thursday
warning US companies about backdoor malware that is silently being
installed on the networks of foreign companies operating in China via -
government-mandated tax software, all foreign companies are

equired by local Chinese laws to install this particular piece of
software in order to handle value-added tax (VAT) payments to the
Chinese tax authority. Companies in the healthcare, chemical, and
finance sectors are in danger due to interest in these sectors.

‘ CYBV 480 | CYBV 435 | CYBV 385 | CYBV 301‘% %ﬁ;
f ‘ MORE Cyber Threat Intelligence c“ u cu (.0
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The U.S. Secret Service has created the Cyber Fraud Task Forces
(CFTFs), aimed at preventing, detecting and mitigating complex
cyber-enabled financial crime — including making arrests and
‘convictions. The CFTF is the result of a formal merging of two of the
Secret Service’s existing units into a single unified network. The
Electronic Crimes Task Forces (ECTFs) and the Financial Crimes Task

4 Forces (FCTFs)

' " CYBV 454 | CYBV 435

1 " more a o et ot e

VERIZONADIDS PE%’JT?”IT&UJ FAGAI

SWWAPPING HACKS INIVIOBILE
At the end of June, the company Iaunched a feature called “Number
Lock,” which makes it easier for users to enable protection that could
potentially stop SIM swapping hacks. When enabled, if someone
impersonates the customer and tries to port out their number,
Verizon notifies the customer via text message or email, attempting
to verify that it’s really them. Verizon employees can override this
once the customer verifies themselves however so not foolproof.

s ""7‘?’“ TQ} CYBV 474 | CYBV 435 = CYBV 329 = CYBV 301
‘ _ ; MORE CYBER THREAT INTI

ADVANCED ANALYTICS FOR FUNDAMENTALS OF
SECURITY OPERATIONS CYBERSECURITY

@ITHE UNIVERSITY  THE PACKET
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https://www.cyberscoop.com/capital-one-incident-response-mandiant-decision/
https://www.zdnet.com/article/fbi-warns-us-companies-about-backdoors-in-chinese-tax-software/#:%7E:text=The%20US%20Federal%20Bureau%20of,via%20government%2Dmandated%20tax%20software.
https://www.vice.com/en_us/article/3azv4y/verizon-sim-swapping-hack-protection-number-lock
https://www.secretservice.gov/data/press/releases/2020/20-JUL/Secret-Service-Cyber-Fraud-Task-Force-Press-Release.pdf
https://www.zdnet.com/article/fbi-warns-us-companies-about-backdoors-in-chinese-tax-software/#:%7E:text=The%20US%20Federal%20Bureau%20of,via%20government%2Dmandated%20tax%20software.
https://www.vice.com/en_us/article/3azv4y/verizon-sim-swapping-hack-protection-number-lock
https://www.secretservice.gov/data/press/releases/2020/20-JUL/Secret-Service-Cyber-Fraud-Task-Force-Press-Release.pdf
https://www.vice.com/en_us/article/3azv4y/verizon-sim-swapping-hack-protection-number-lock
https://www.zdnet.com/article/fbi-warns-us-companies-about-backdoors-in-chinese-tax-software/#:~:text=The%20US%20Federal%20Bureau%20of,via%20government%2Dmandated%20tax%20software.
https://www.secretservice.gov/data/press/releases/2020/20-JUL/Secret-Service-Cyber-Fraud-Task-Force-Press-Release.pdf
https://www.vice.com/en_us/article/3azv4y/verizon-sim-swapping-hack-protection-number-lock
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HASH CRACK Password Cracklng Manual

bl B ) e B = TIHTEETEE o T 1m0 ok T
This is an |nformat|on rich little book that primarily covers how to extract
and crack hashes (a one-way encryption function for storing passwords) for
everything from MD5, to Bitcoin and Mac OS X.

“HSHH It’s written as a very technical reference
CRALC ) )
PASSIORD CRACHING MANUAL manual, and does assume an intermediate
level of understanding of the subject matter.
However, it’s still something that a beginner
can pick up and use as a starting point to
conduct secondary research on the internet
and begin learning about cracking passwords.

rre

rri

+r_hl;.
I T

[ b =

(Bogota lock picks, comb picks and EZ decoder not included...)

EEFr
R

It focuses on using and , which are both powerful
tools, but it covers much more as well. It contains resources for password
analysis, how to manage foreign character sets, dictionary and wordlist
utilities, and numerous other tips that even some advanced users might not
think of.

Granted, you could probably find all of the information contained in this _
book online. But it would take you an excruciating length of time. This book ¢
is dense for a reason - it’s as pure and uncut as they come. The "10 Crack
Commandments’ alone are worth the meager price. We specifically like
number 7: “Thou shalt understand basic human psychology/behavior.”

Iﬂmﬁ UNIVERSITY  THE PACKET 7
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https://hashcat.net/wiki/
https://www.openwall.com/john/
https://www.mitnicksecurity.com/the-art-of-invisibility-mitnick-security

INTERNS

i

DUE TO THE CURRENT ISSUES
SURROUNDING THE COVID-19
PANDEMIC, SOME GOVERNMENT
AGENCIES ARE EXPERIENCING
HIRING FREEZES, BUT WILL STILL
PROCESS APPLICATIONS FOR
HIRE. PLEASE REMAIN FLEXIBLE
WITH HIRING OFFICIALS DURING
THIS TIME.

Iﬂmﬁ UNIVERSITY
. OF ARIZONA
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Cyber Exploitation Officer

As a Cyber Exploitation Officer intern for the CIA, you will work
alongside career staff in the evaluation and exploitation of
digital and all source intelligence information in a dynamic
digital environment, using a variety of analytic and forensic tools
to extract valuable information from digital data, as well as

creating a range of products that will drive operations and
further collection.

Cyber Exploitation Officer interns are generally required to work
either a combination of one semester and one summer, or two
90 day summer internships.

am \ T l
r’f \ : |||||II |l
Cyber Security Officer

As a Cyber Security Intern for the CIA, you will work side-by-side
other Cyber Security professionals to protect Agency data and
systems using sophisticated tools, instrumentation, and
knowledge of CIA Information Technology and tradecraft to
monitor, evaluate, and manage IT risk.

You will protect CIA data and IT systems by identifying current
threats, mitigating vulnerabilities, and anticipating future cyber
security challenges. You may additionally be required to analyze
existing and future systems across the Agency, implement
network defenses, develop threat models and security risk
assessments, and conduct forensic analysis of security events
and logs via sophisticated security and event management tools.
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https://www.cia.gov/careers/student-opportunities/undergraduate-internship-co-op-program-cyber-exploitation-officer.html
https://www.cia.gov/careers/student-opportunities/undergrad-info-assurance.html
https://apply.intelligencecareers.gov/job-description/1142715
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https://dantheiotman.com/
https://cyberarms.wordpress.com/
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favorite tools,
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if you had to pick your top three
be and why?

D. Dieterle: Ah yes,
am today. | started
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| CYBER OPERATIONS
FALL SCHEDULE

ADVISING UPDATE b

A FRIENDLY REMINDER
THE ENROLLMENT FOR FALL CLASSES IS
CURRENTLY OPEN AND CLASSES ARE STARTING
TO FILL. IF YOU HAVE NOT ALREADY ENROLLED
NOW IS THE TIME TO DO SO. IF YOU NEED
ASSISTANCE CHOOSING YOUR COURSES, PLEASE "
SCHEDULE AN APPOINTMENT WITH YOUR :

i
il
o
“*

ACADEMIC ADVISOR. ADVISOR CONTACT 4

INFORMATION CAN BE FOUND HERE: "
HTTPS://AZCAST.ARIZONA.EDU/STUDENT- "

SERVICES/ADVISING/MEET-YOUR-ADVISOR b

Sl

g 5

NOTE, TUITION AND FEES ARE NOT DUE AT THE TIME OF ENROLLMENT. THE DEADLINE
TO PAY FOR ALL UNITS REGISTERED AS OF 8/19/20 WITHOUT LATE FEES IS 8/24/20.

" STUDENTS USING MILITARY BENEFITS HAVE CODES ADDED TO THEIR RECORD THAT
h KEEPS LATE FEES FROM BEING ADDED WHILE WAITING FOR BENEFITS TO PROCESS.

SNSRI

Iﬂmﬁ UNIVERSITY  THE PACKET 14
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https://azcast.arizona.edu/student-services/advising/meet-your-advisor

CYBER OPERATIONS
FALL SCHEDULE

CyBv 301

COURSE
FUNDAMENTALS OF CYBERSECURITY

CYBV 326

INTRODUCTORY METHODS OF NETWORK ANALYSIS

CYBV 329

CYBER ETHICS

CYBV 354

PRINCIPLES OF OPEN SOURCE INTELLIGENCE (7 WEEK CLASS 2 ONLY)

CYBV 385

INTRODUCTION TO CYBER OPERATIONS

CYBV 388

CYBER INVESTIGATIONS AND FORENSICS

CYBV 400

ACTIVE CYBER DEFENSE

CYBV 435

CYBER THREAT INTELLIGENCE

CYBV 436

COUNTER CYBER THREAT INTELLIGENCE (7 WEEK CLASS 2 ONLY)

CYBV 440

DIGITAL ESPIONAGE (7 WEEK CLASS 1 ONLY)

CYBV 441

CYBER WAR, TERROR AND CRIME (7 WEEK CLASS 2 ONLY)

CYBV 454

MALWARE THREATS & ANALYSIS

CYBV 471

ASSEMBLY LANGUAGE PROGRAMMING FOR SECURITY PROFESSIONALS

CYBV 473

VIOLENT PYTHON

CYBV 480

CYBER WARFARE

CYBV 496

INTRODUCTION TO SECURITY SCRIPTING (7 WEEK CLASS 1 ONLY)

CYBV 498

Iﬂmﬁ UNIVERSITY

. OF ARIZONA
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PAWNP1 WITH OLED INTERFACE AND USB

This month we’re going to deep dive into a project that will introduce us
to some basic hardware assembly, customization via code editing, and
once we have it up and running we’ll take our new pentesting tool for a
trial run.

A PAwnP1 is a Raspberry Pi OW based device similar to a

, but capable of more advanced payloads and essentially carries a
lite version of Kali Linux on board. Additionally, it’s an excellent learning
tool for flashing images, the command line, and basic hardware
constructs. Let’s get started! You'll see it referred to as PAwnP1 ALOA a
lot, which refers to ‘A Little Offensive Application’.

First, procure the parts listed below - some you may have lying around -
and download an , and this image of by BeBoXos-
this is not an image from the original creator, but after a weekend of
tinkering with different images, we found this to be absolute easiest.

List of parts:

Raspberry Pi OW (with headers) = $14.00
USB Dongle = $7.59

1.3” OLED Display HAT = $16.95

32 GB Micro SD Card = $8.49

Total = $47.03

Iﬂmﬁ UNIVERSITY  THE PACKET
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https://p4wnp1.readthedocs.io/
https://shop.hak5.org/products/usb-rubber-ducky-deluxe
https://www.balena.io/etcher/
https://mega.nz/#!ZEkDlSLJ!ZAIxmKVmsGwjK2ICfrWRni7kuFJyMXsg9eTDayQqe_U

Now that we’ve got our parts, set aside the gadgetry for a moment and
grab the SD card. If you don’t have one, you’ll need an SD card adapter
with a USB plug in that matches your computer.

First, use the etcher to flash the PAwnP1 image to the SD card. It’s as
simple as illustrated in the screen capture below.

o000 .” balenaEicher Q Q

2020-05-2...armhf.img Generic S...ICE Media -

Remove Change

1.85GB 63.9 GB

That’s it! You may see in other tutorials online people recommending
that first you install Raspbian Stretch Lite and so on - not only is that
release of Raspberry Pi OS no longer supported, it no longer works with
the current P4AwnP1 release and is no longer a necessary step. The
process we demonstrate here is the simplest by far.

@ITHE UNIVERSITY  THE PACKET 17
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HACKING < e

.

— o et
Now we’ll begin playing with our hardware a bit. First, insert the SD card
into the Raspberry Pi OW, and plug into it from your computer via the
MicroUSB port labeled USB (Not PWR In). Give it a few minutes to boot,
then we’re going to connect to it over WiFi.

Go to your WiFi menu, and you’ll see the SSID:

X 3 ®ooe@

When prompted, the password is: MaMe82-P4wnP1. Be aware, it may
not display a positive connection - don’t fear! That’s because you’re
connected to the device itself, not to the internet.

Open your browser and enter the following static IP to access the menu
shown below:

http://172.24.0.1:8000

P4wnP1 A.L.O.A.

b4 = b3 o () = =] o

USB SETTINGS WIFI SETTINGS BLUETOOTH NETWORK SETTINGS TRIGGER ACTIONS HIDSCRIPT EVENT LOG GENERIC SETTINGS

USB Gadget Settings

. CDC ECM
Ethernef or Linux, Unix and 0SX

&> MAC addresses for CDC ECM

@ RNDIS
Ethernef

Iﬂmﬁ UNIVERSITY  THE PACKET 18
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HACKING < e

.
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If that menu came up, we know that we have a successful image flashed
to our SD card. Before we move onto hardware, we’re going to set it up
so that we can connect to it via our home WiFi network. Go to the ‘WiFi
Settings’ tab. Under ‘Working Mode’ on the bottom left, select ‘Client
with Failover to AP’, then in the middle section that populates enter
your own SSID and password.

P4wnP1 A.L.O.A.

= b3 @ (o) = =] o

USB SETTINGS WIFI SETTINGS BLUETOOTH NETWORK SETTINGS TRIGGER ACTIONS HIDSCRIPT EVENT LOG GENERIC SETTINGS

WiFi settings

[ DEPLOY £) DEPLOY STORED @ RESET & STORE

Generic WiFi client settings WiFi Access Point settings

= Access Point running on channel 6: '3l
[cleloiol-1+ 3

This will make some of the following steps much simpler.

While we're at it, let’s change the Access Point SSID to something more
innocuous sounding that blends into our wireless environment. And as a
security best practice, change the password as well.

Iﬂmﬁ UNIVERSITY  THE PACKET 19
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Now, onto the gadgetry! You won’t need much in the way of tools. We
used a simple multitool. Alternatively, a small Philips head screwdriver
and needle nose pliers will work.

First we'll install the USB Hat. Mount it
to the bottom of the Raspberry Pi 0, and
use two of the supplied white plastic
screws, two nuts as spacers, and two
nuts on top to secure the two pieces
together. The cutout in the USB Hat will
leave the bottom of the GPIO pins
exposed.

For the OLED display, we first will secure the
two brass pieces into the remaining holes on
the Raspberry Pi using two of the metal nuts.
Then, press the OLED display down onto the
GPIO pins (you may have to use some force)
until it snaps into place. Secure it by threading
two of the small metal screws into the tops of
the brass pieces.

Iﬂmﬁ UNIVERSITY  THE PACKET 20
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Now, the moment of truth... Plug the Micro USB into the USB port and...

e

W
3

u' KEY1 Y
-1~

KEY2

It will briefly show us this mysterious character, then load the following
menu that we can interact with using the four button toggle:

e | 9 .
9 e s P e
| o ! — '

1,

> P4wnPl AL .O.A %&*
SYSTEM PELATED
e -
. WIBELESS THINGS
| TRIGGERS FEATURES KEY3
TEMPLATES FEATURES :

INFOSEC TOOLS "F‘E

5

You can familiarize yourself with the native options for now. Next month
we’ll cover how to script a tool of our own!

@ITHE UNIVERSITY  THE PACKET 21
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QUICK PROJECT

_ ~y
v
SET UP YOUR OWN PASSWORD MANAGER

So | am a huge fan of Bitwarden as my password manager. | don’t "
consider it the best in the market because | have not tested '
everything, and | am afraid of one day Bitwarden having a data leak

and the software was not as secure as | was expecting. However self
hosting your own instance changes your threat picture to a much
more manageable tone | am willing to take a risk on and the Rust
version of Bitwarden is so easy, even | can do it.

| can not say what the best password manager for you is but what |
can say is that a password manager is a must as humans usually take
the easy approach to security and passwords are reused from sites
to services. A password manager allows you to take the step of
making a unique password for each website and service and easy to
put those credentials back in which will make your overall security
posture that much better. | am also in favor of self hosting my own
services as well because | like that kind of stuff.

This project requires Docker and to run it you need these commands
docker pull bitwardenrs/server:latest

docker run -d --name bitwarden -v /bw-data/:/data/ -p 80:80 bitwardenrs/server:latest
Follow the guide at https://github.com/dani-garcia/bitwarden_rs for other setup details
if needed!!

Iﬂmﬁ UNIVERSITY  THE PACKET 22
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https://github.com/dani-garcia/bitwarden_rs
https://github.com/dani-garcia/bitwarden_rs
https://github.com/dani-garcia/bitwarden_rs
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CYBER SECURITY HISTORY O

ACTIVE DIRECTORY RELEASED AUGUST 11,2000 | \
Active directory started off as centralized domain management but later became an umbrella %' ,

title for a broad range of directory-based identity-related services for business customers. ‘&

First available in Windows Server 2000 Server Edition it has been improved ever since. In the
years following became a widely used directory service in business environments and
replaced Windows NT's earlier domain model. Active Directory's hierarchical nature allowed
administrators a built-in way to manage user and computer policies and user accounts, and
to automatically deploy programs and updates with a greater degree of scalability and
centralization than provided in previous Windows versions at this point. Active Directory
services could always be installed on a Windows 2000 Server, Advanced Server, or Datacenter
but couldn’t be installed on a Windows 2000 Professional computer. However, Windows
2000 Professional is the first client operating system able to exploit Active Directory's new
features.

HIPAA AUGUST 21, 1996
The Health Insurance Portability and Accountability Act, focused on health information was
created to modernize the flow of information and to provide protections to PPl or Personally
Indefinable Information. So while this may not be focused very much on cyber security, this
does however play a huge part in healthcare IT and becomes an IT concern for nay vender
who works with healthcare information. Prior to HIPAA, no generally accepted set of security
standards or general requirements for protecting health information existed in the health
care industry. At the same time, new technologies were evolving, and the health care
industry began to move away from paper processes and rely more heavily on the use of
electronic information systems to pay claims, answer eligibility questions, provide health
information and conduct a host of other administrative and clinically based functions.

1

@ITHE UNIVERSITY  THE PACKET 23
. OF ARIZONA AUGUST 2020


https://en.wikipedia.org/wiki/Active_Directory
https://en.wikipedia.org/wiki/Health_Insurance_Portability_and_Accountability_Act

CYBER SECURITY
DE l« ENSIVE PROTOCOL %
G

WHAT YOU DON'T SEE CAN HURT YOU 3
AR el ST ST

Scripts rule the internet. Very rarely does a website run only a single
source, whereas most run scripts from the big names of Google

Facebook, Twitter, as well as numerous third party services that are :
unrecognizable. All of this passes unnoticed by the casual user, B s
happening seamlessly behind the scenes of a streamlined webpage ;

i
RE

design. E_-gri!‘
Hidden amongst all of these mostly innocuous a0
contributors to a website’s interface are scripts Vor

that range from privacy violating to outright
harmful: Data analytic services that track, log
and sell your internet habits to drive-by malware.

Enter NoScript. A free, open source extension for Firefox and other _.F;w,é
Mozilla-based browsers. Without inhibiting your browsing experience, it g e
preemptively blocks scripts and prevents the exploitation of security
vulnerabilities (known and unknown), as well as aforementioned
activity that invade privacy.

Its simple interface allows for the user to ‘whitelist’ trusted websites, as
well as plug-ins such as JavaScript and Flash only on trusted websites
(your bank’s webpage, or when you’re renewing your FAFSA i
application). Not only is it widely lauded by everyone from PC World, to !
Edward Snowden, to the SANS Institute.

Iﬂmﬁ UNIVERSITY THE PACKET 24
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First making an appearance a few years ago from a small maker in Chlna this
item circulated among hacking circles with little broad spread use. That is, until
it began being noticed in certain circles on social media about a year ago, and a
few months ago it received broad attention.

T

A deauther (deauthorizer) is a small device that exploits the IEEE 802.11 Wi-Fi
protocol, a weakness that allows an unauthorized device to send it
deauthentication frames to a specific MAC address. This frame is sent to the
access point and terminates the connection of the client device, and the MAC
address can be found via wireless network sniffing. Once ‘deauthed’ or kicked
off the network, the device continues to send out deauthentication frames for
any desired period of time, preventing reconnection.

9
LOOK! g
IF YOU ARE GOING TO DO ANY TYPE OF WIFI
DEAUTHING OUT IN THE WILD YOU ARE OPENING

o YOURSELF UP TO LIABILITY. DO THESE TYPES OF

ATTACKS ON YOUR OWN NETWORK THAT YOU
CONTROL AS MESSING WITH A PUBLIC OR PRIVATE
NETWORK WILL GET THE ATTENTION OF MANY ‘-T

L

;?}'fﬂrﬂ-‘ GOVERNMENT AGENCIES AND THEY WILL MAKE
¥ YOUR LIFE DIFFICULT. LEARN AND UNDERSTAND
¥ & BUT DON’T TOUCH!
A T o e TR S
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WIFI DEAUTHER

This type of denial-of-service attack is not
new. It can be easily performed in the
Aircrack-ng suite. What is new - and what
raises a concern - is this type of attack

being proliferated in the form of a cheap 7 5 e ke _': ;::PEOtPumquidB-&‘G
and simple to use device. OF e = Mss:::::sm“'f”fse-&‘a
,. - I. e RN mliF i 8@-an -

Beyond the deauth attack, many of these Bl :: '“; MoSpeotrunuiFiz oy |
devices are also capable of spamming ”' 2 el ,:':;’:“'“Slinkmm
beacon packets under the guise of Wi-Fi & . - m;ssw;m:::;:mhm
networks - even allowing for specification 4. . =~ * = WHiFio3-ag
of network names under SSIDs - making it & - j :; AYY0000
extremely difficult to sort through - g, :::"f"*"“‘*’”wﬂwm Fo-gg .
network lists and find the real network(s) o = % % - ,,3;;":::“;““’:%& g
in order to reconnect. I, ns@pewuw::j:_"’”

e o, 2 W -*1? :j S SSReo trumyi izi-;g '
The security implication? Alarms, security Necroskey i

cameras, and other loT devices that
depend on a stable Wi-Fi connection in
order to fulfill their role are all vulnerable
to this type of attack.

q1 .- Ty iyt
T
! T "-*?:W 3{1
+ i el ’
;?}'iwﬂ Ly :#l'f
e 4 T
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CONTACT US
4l
E.r.. « il CIIO@EMAIL.ARIZONA.EDU

I - .
rr :|-. 1,
B e {53 1140 N. Colombo Ave. | Sierra Vista, AZ 85635
=1
Phone: 520-458-8278 ext 2155

http://cyber-operations.azcast.arizona.edu/
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