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≥ ----- ESTABLISHING CONNECTION -----

≥ ≥ Welcome to the April 2022 issue of "THE PACKET”, 

produced under the University of Arizona Cyber 

Operations program. As always, my name is Professor 

Michael Galde. With a heavy heart, I must address that 

this will be the very last packet ever made by Professor 

Galde. Last month we still observed advances in the 

cyberwar against the Ukraine and threats against Europe 

and the United States. Russia is losing backbone 

connections to the global internet, making it harder for 

the Russian Federation to maintain connectivity but much 

easier to monitor. This year is turning into a 

fascinating one so far, and it will likely become even 

crazier this month in April. In March, the United States 

formally declared that the Russian military has 

committed war crimes in Ukraine and expects a response 

from the Russian Federation, which may come from the 

cyber realm. The Federal Bureau of Investigation 

revealed that known malicious addresses connected to 

Russian campaigns were observed scanning networks of 

five US energy firms ahead of Biden's Russia cyberattack 

warning in March. This month we have a great April 

Fools’ Prank involving windows batch files and a network 

visibility program you would run on your network to 

monitor devices at the hardware MAC level. Enjoy the 

pranks and fun while it lasts because this April fools 

it will be more than a joke about me leaving this 

publication. I have also included a short description 

explaining the cover for those of you too young to have 

used the Prodigy internet service. I wish to be the 

first to say Happy April Fools’ Day, and I hope April 

remains a month of fun and laughter. Also, don't forget 

to scan your QR codes!
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https://www.cnn.com/2022/03/23/politics/us-russia-war-crimes/index.html
https://www.cnn.com/2022/03/22/politics/fbi-energy-hacking-warning/index.html
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https://discord.gg/7SFJz92BMH
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mailto:mfelix@azcyber.org


Join the Intelligence Community  

for a Virtual Recruiting Fair

IC Career Day:

The Optimum Career Path

Thursday, April 21, 2022

One-On-One Sessions: 1 - 6 p.m. (EST) 
IC Information Sessions: 3 - 6 p.m. (EST)

Calling all IC CAE Students

Join us online to launch your career with the U.S. Intelligence 

Community's elements. The Intelligence Community recognizes 

IC CAE Scholars as the next generation of Intelligence 

Community professionals. 

Freshman and sophomores: join this event to gain the 

opportunity to understand the key roadblocks that impede 

students from landing an Intelligence Community internship.

Rising junior, senior, and graduate-level IC CAE Scholars: 

connect with hiring managers and recruiters to prepare to join 

the Intelligence Community. You will receive several 

Intelligence Community career opportunities to apply to in 

advance of the event - coming your way soon! We encourage 

you to review the career opportunities prior to the event, to be 

better prepared for a one-on-one career discussion with the 

Intelligence Community recruiters.

U.S. citizenship is required. TheUnited States Intelligence Communityis an Equal OpportunityEmployer.
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Register Now at

https://tinyurl.com/y97cy898

by April 4, 2022

A resume is required.

Questions

Contact ICCAE@dni.gov

mailto:ICCAE@dni.gov
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AVOSLOCKER RANSOMWARE TARGETS US CRITICAL INFRASTRUCTURE

• ARTICLE LINK
• TECHNICAL DETAILS
• FBI ALERT
• CYBLE DEEP WEB 

RESEARCH

"AvosLocker is a Ransomware as a Service (RaaS) affiliate-based group 
that has targeted victims across multiple critical infrastructure sectors in 
the United States including, but not limited to, the Financial Services, 
Critical Manufacturing, and Government Facilities sectors," the FBI said. 
AvosLocker first surfaced during the summer of 2021, promoting their 
Ransomware-as-a-Service (RaaS) operation on underground forums and 
calling for ransomware affiliates to join them. According to deepweb
research by Cyble Research Labs, the Threats Actors of AvosLocker
ransomware groups are exploiting Microsoft Exchange Server 
vulnerabilities using Proxyshell, compromising the victim’s network. 
Before starting the encryption process, the malware drops ransom notes 
with the name README_FOR_RESTORE.txt in the specific drive. Then, 
like other ransomware groups, the attackers instruct the victims to visit 
the TOR website. When the victim visits AvosLocker’s TOR website, it 
asks for the ID given on the ransom note to proceed with the payment 
process. Once the victim enters the ID, the website redirects to the 
payment page where TAs instructs victims to pay, the ransom amount 
would double if the victim does not pay the ransom before the deadline. 
The ransomware groups are looking for support to expand their 
cybercrime ransomware business in the countries such as the USA, 
Canada, the United Kingdom, and Australia. 

MULTIPLE AUTOMOTIVE MANUFACTURERS INFECTED WITH EMOTET

• ARTICLE LINK
• CISA ADVISORY
• MALWARE ANALYSIS

The Cybersecurity and Infrastructure Security Agency (CISA) and the 
Federal Bureau of Investigation (FBI) have observed the increased use of 
Conti ransomware in more than 400 attacks on U.S. and international 
organizations. In typical Conti ransomware attacks, malicious cyber 
actors steal files, encrypt servers and workstations, and demand a 
ransom payment. Conti cyber threat actors remain active and the 
number of reported Conti ransomware attacks against U.S. and 
international organizations have risen to more than 1,000. Notable 
attack vectors include Trickbot and Cobalt Strike. The auto industry 
however has seen an increase with Emotet ransomware. While Conti is 
considered a ransomware-as-a-service (RaaS) model ransomware 
variant, there is variation in its structure that differentiates it from a 
typical affiliate model. It is likely that Conti developers pay the deployers 
of the ransomware a wage rather than a percentage of the proceeds 
used by affiliate cyber actors and receives a share of the proceeds from a 
successful attack. Considered the most widely distributed malware, 
Emotet acted as a malware loader that provided other malware 
operators initial access to infected systems that were assessed as 
valuable. Qbot and TrickBot, in particular, were Emotet’s main customers 
and used their access to deploy ransomware (e.g. Ryuk, Conti, ProLock, 
Egregor, DoppelPaymer, and others).

>. HACKS_OF_THE_MONTH
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https://www.bleepingcomputer.com/news/security/fbi-avoslocker-ransomware-targets-us-critical-infrastructure/
https://blog.qualys.com/vulnerabilities-threat-research/2022/03/06/avoslocker-ransomware-behavior-examined-on-windows-linux
https://www.ic3.gov/Media/News/2022/220318.pdf
https://blog.cyble.com/2022/01/17/avoslocker-ransomware-linux-version-targets-vmware-esxi-servers/
https://www.darkreading.com/attacks-breaches/multiple-automakers-infected-with-emotet
https://www.cisa.gov/uscert/ncas/alerts/aa21-265a
https://analyze.intezer.com/files/dcfd2168f4f5671ddcf9acc5d44156a62354dddc6377090136ef8654540e0cf4/sub/c890df25-e0cb-45c8-8ffd-9e9fd7ac9fe2/ttps
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RUSSIAN COMMS IN UKRAINE: A WORLD OF HERTZ

•

•

https://rusi.org/explore-our-research/publications/commentary/russian-comms-ukraine-world-hertz
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RUSSIAN COMMS IN UKRAINE: A WORLD OF HERTZ

https://www.amazon.com/SMB128-remote-manage-GOIP-16-gateway/dp/B00P90QRTO
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SUCH A SIMPLE VIRUS, THE VIENNA VIRUS

HEARTBLEED VULNERABILITY PUBLICLY DISCLOSED

https://github.com/rdebath/viruses/blob/master/virus/v/vienna.asm
https://www.youtube.com/watch?v=0ajO0fcjLDk
https://www.youtube.com/watch?v=1dOCHwf8zVQ
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CHERNOBYL VIRUS DESTROYS BIOS AS A  STUDENT CHALLENGE

https://www.youtube.com/watch?v=RrnWFAx5vJg
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APRIL FOOLS MALWARE

Last year I was very proud to bring you a bootloader prank that you 
would place on a USB drive and plug into a computer which, when 
booted, would make it look your device was hacked. 

Looking back, that may have been a little intense. So, this year, we 
will make it more approachable for everyone to do their pranks by 
making our own windows prank malware which a victim will run and 
believe they just received malware and hopefully find humorous. 



>. SYS_ALERT 
>. HACKING_POC

>. SYS_ALERT13

APRIL FOOLS MALWARE

For our malware, we will create this by writing what is known as a 
batch file which is also known as a BAT file, which is a file used to 
execute commands with the Windows Command Prompt. This is a 
form of scripting that was popular a while ago but replaced with 
more powerful scripting platforms like PowerShell. A batch file 
allows you to perform various tasks, such as starting programs or 
running maintenance utilities within Windows and can be very 
powerful. We are going to use this to build our “malicious” script. 
The first thing we are going to do is open up a notepad document. 
This will allow us to write the script that we will need. 

On the very first line, we are going to write:
@echo off
We do this to prevent the command prompt and contents of the 
batch file from being displayed on the screen, so only the output we 
want the victim to see is visible. The @ makes the output of the echo 
off command hidden as well.

In the following three lines, we will inform the user that we found a 
fake danger, and we will use the echo command to make this 
believable:
echo WINDOWS HAS DETECTED A VIRUS, WOULD YOU LIKE TO 
TERMINATE?
echo -
echo PROCEED WITH VIRUS TERMINATION (Y/N)
And with this, the user now believes that some virus or something is 
on the system. 
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APRIL FOOLS MALWARE

Next, we will give the user a choice. They can either type Y or N, Next 
depending on what they choose, the script will complete the 
program:
set/p "cho=>"
if %cho%==Y goto forward
if %cho%==y goto forward
if %cho%==n goto Shutdown1
if %cho%==N goto Shutdown1
Now we defined the choice as cho and we will either go to the 
function forward or to the function shutdown1.

Next, we will define the forward function. This will mimic a virus 
checker that found something and wants to fix your issues: 
:forward
echo VIRUS HAS BEEN DELETED
Pause
echo PLEASE ALLOW WINDOWS TO PREFORM A SAFETY CHECK
Pause
echo SYSTEM CHECK
echo HARD DRIVE - FAILED
echo -
echo RAM - FAILED
echo -
echo DISK DRIVE - FAILED
echo -
echo CONNECTION - FAILED
echo -
echo WINDOWS SUGGESTS YOU DELETE ALL FILES TO RESUME (Y/N)
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APRIL FOOLS MALWARE

Now it looks like the virus has been deleted, but the necessary safety 
check found some issues. So, we can only assume that the virus did 
some damage. So, the only solution is to delete all files, and we are 
given another choice that the user needs to make. 
set/p "cho=>"
if %cho%==Y goto Sucess
if %cho%==y goto Sucess
if %cho%==n goto Shutdown2
if %cho%==N goto Shutdown2
So, the choice again is looking for either a Y or an N, and the 
functions will be either Shutdown2 or Success. 
If the user again selects Y, we will run the rest of our script. 
:Sucess
echo WINDOWS HAS DELETED ALL FILES
echo -
echo PLEASE ALLOW WINDOWS TO PREFORM A SAFETY CHECK
Pause
echo SYSTEM CHECK
echo HARD DRIVE - FAILED
echo -
echo RAM - FAILED
echo -
echo DISK DRIVE - FAILED
echo -
echo CONNECTION - FAILED
echo -
echo WINDOWS IS SHUTTING DOWN IN 20 SECONDS TO PROTECT 
FROM DAMAGE
goto Shutdown3

>. SYS_ALERT15
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APRIL FOOLS MALWARE

So, now the user is informed that everything has failed and now we 
will shutdown. The user will be in a panic and now depending on our 
choices we either continue onto shutdown3 or we go to shutdown2 
or 1 depending on an earlier choice. 
:Shutdown3
shutdown -r -t 20 -c "APRIL FOOLS! HAHAHAHAHAHA"
:Shutdown1
shutdown -s -f -t 60 -c "Windows is shutting down to prevent any 
further damage"
:Shutdown2
shutdown -s -f -t 60 -c "Windows is shutting down to prevent any 
further damage“
And now the prank is complete, the computer would have restarted, 
and you can now see how easy it is to write a simple script that can 
get malicious. 

This script is available for download as notmalware.bat, feel free to 
update it or change it how you wish and have fun this April Fools Day

>. SYS_ALERT16

https://github.com/The-packet-Board/April_Fools_POC_2022/blob/main/notmalware.bat
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>. QUICK_PROJECT

BUILD YOUR OWN NETWORK PRESENCE DETECTOR
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>. QUICK_PROJECT

BUILD YOUR OWN NETWORK PRESENCE DETECTOR
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>. QUICK_PROJECT

BUILD YOUR OWN NETWORK PRESENCE DETECTOR

TIME TO 

PARTY … 

DO REAL 

WORK!!
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https://www.azcyber.org/
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ENTERPRISE VULNERABILITY SUMMER INTERN
REMOTE

• APPLY HERE
• WEBSITE
• GLASS DOOR

Avant is looking for an Enterprise Vulnerability Summer intern 
who is passionate about cyber security and a career in the 
industry!  

Our internships are paid and will likely work a hybrid schedule 
with time in and out of our downtown Chicago office.  We are 
seeking undergrad students who have completed at least his or 
her junior year or graduate students pursuing an advanced 
degree in an information security related field.

Enterprise Vulnerability Management (EVM) is one of the many 
lines of defense in protecting Avant's technological landscape.  
EVM proactively detects potential flaws or weaknesses in our 
systems, assesses the criticality and systematically manages those 
discoveries through to remediation.

• Discover vulnerabilities within Avant's environment via 
various methods (scans, audits, penetration tests)

• Assess the criticality of vulnerabilities to prioritize 
remediation tasks

• Assign remediation tasks to appropriate system owners and 
manage those tasks within specified criteria and timeframes. 

• Continuous improvement of processes and efficiency of the 
program across the enterprise.

What we’re looking for in a good candidate:

• Time Management 
• Organization 
• Attention to detail
• Ability to critically think through risk scenarios
• Fundamental knowledge of Information Security and 

Technical systems

>. JOBS/INTERNSHIPS
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https://avant.wd1.myworkdayjobs.com/External_Careers/job/Remote---USA/Enterprise-Vulnerability-Summer-Internship_JR100030
https://www.avant.com/
https://www.glassdoor.com/Reviews/Avant-Reviews-E713044.htm
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CYBER SECURITY ARCHITECTURE AND ENGINEERING INTERN
REMOTE

• APPLY HERE
• WEBSITE
• GLASS DOOR

Avant is looking for talented students passionate about cyber 
security and a career in the industry!  

Our internships are paid and will likely work a hybrid schedule 
with time in and out of our downtown Chicago office.  We are 
seeking undergrad students who have completed at least his or 
her junior year or graduate students pursuing an advanced 
degree in an information security related field.

Our summer intern will work alongside our Cyber Security team 
as they deploy and maintain the technology that helps monitor 
and protect Avant infrastructure and employees from malicious 
or nefarious cyber activity.

• Security Orchestration and Automation Development. 
• Endpoint baseline policy configuration and enforcement.
• Log ingestion, aggregation, and correlation.
• Firewall/Network Security Audits.

What we’re looking for in a good candidate:

• Understanding of Information Security concepts. 
• Knowledge of SIEM, SOAR, EDR, IDS/IPS and how they can be 

utilized in an organization. 
• Technical Problem-solving skills. 

>. JOBS/INTERNSHIPS
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https://avant.wd1.myworkdayjobs.com/External_Careers/job/Remote---USA/Cyber-Security-Architecture-and-Engineering-Intern_JR100031
https://www.avant.com/
https://www.glassdoor.com/Reviews/Avant-Reviews-E713044.htm
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APRIL COVER DETAILS



>. ---CONNECTION ESTABLISHED---

>. FROM EVERYONE AT THE UNIVERSITY OF ARIZONA

>. HAVE A FUN AND SAFE EARTH DAY, APRIL 22

>.

>. ---END TRANSMISSION---
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CONTACT US

EDITOR / PROOFREADER

HAVE A SAFE AND HAPPY

https://cyber-operations.azcast.arizona.edu/

mailto:CIIO@EMAIL.ARIZONA.EDU?subject=The%20Packet%20-%20April%202022
https://cyber-operations.azcast.arizona.edu/
https://shop.hak5.org/collections/usb-rubber-ducky

